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ANTI-HACKING SYSTEM FOR QUANTUM
COMMUNICATION

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application is a continuation-in-part of patent
application U.S. Ser. No. 13/778,944, filed Feb. 27, 2013,
entitled “Quantum Communication Using Quantum Telepor-
tation,” which is incorporated herein by reference.

BACKGROUND INFORMATION

[0002] 1. Field

[0003] The present disclosure relates generally to quantum
communication and, in particular, to quantum communica-
tion within a communications network. Still more particu-
larly, the present disclosure relates to an apparatus and
method for reducing unauthorized access to an information
stream sent across nodes in a communications network.
[0004] 2. Background

[0005] Quantum communication involves encoding infor-
mation in quantum bits. As used herein, a “quantum bit,”
which may be also referred to a qubit, is a two-state quantum
mechanical system. The quantum mechanical system may be
realized using, for example, without limitation, the polariza-
tion of a single photon. The qubit may have two polarization
states, vertical polarization and horizontal polarization.
Quantum mechanics allows a qubit to be in one state, the other
state, or a superposition of both states at any given point in
time.

[0006] Quantum cryptography is the use of quantum
mechanical effects to perform cryptographic tasks, such as,
for example, encrypting and decrypting data. Quantum key
distribution is a widely used quantum cryptographic tech-
nique that allows secure point-to-point communication.
Point-to-point communication may be communication
between a sender and a receiver over a direction communica-
tions channel between the sender and the receiver.

[0007] With quantum key distribution, the sender and the
receiver may produce a shared random encryption key that is
known only to them. The random encryption key may be a set
of data bits that have been encoded using qubits. The sender
encrypts the data using the random encryption key and sends
this quantum encrypted data to the receiver. The receiver
decrypts the quantum encrypted data using the random
encryption key. This type of quantum encryption may ensure
secure communications over standard communications chan-
nels, such as, for example, unsecure public communications
channels.

[0008] However, this type of quantum cryptographic tech-
nique may require a direct connection between the sender and
the receiver for the generation and sharing of the random
encryption key. Consequently, using quantum key distribu-
tion to send encrypted data over a large communications
network comprised of multiple nodes may be more difficult
than desired and, in some cases, may not be feasible.

[0009] Some currently available methods for transporting
an encryption key from a sender to a receiver across multiple
nodes within a communications network may require that
each of the nodes have quantum key distribution capabilities.
In some cases, routing algorithms, graph theory algorithms,
and metrics that have been disseminated to all nodes within
the communications network may be used to transport
encryption keys across these nodes.
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[0010] However, these types of methods may be more time-
consuming than desired and/or may require more processing
power, hardware resources, and/or software resources than
desired. Further, ensuring that every node within a commu-
nications network has quantum key distribution capabilities
may be more expensive than desired. Therefore, it would be
desirable to have a method and apparatus that takes into
account at least some of the issues discussed above, as well as
other possible issues.

SUMMARY

[0011] Inoneillustrative embodiment, a method for reduc-
ing unauthorized access of an information stream is pre-
sented. The information stream is received at a node along a
path to a destination node. The information stream comprises
information bits and quantum bits that are interspersed with
each other. A portion of the quantum bits are examined at the
node along the path. An occurrence of unauthorized access to
the information stream is indicated when an original
entangled state of the portion of the quantum bits is absent.
[0012] In another illustrative embodiment, an apparatus
comprises an origination node. The origination node gener-
ates an information stream comprising information bits and
quantum bits that are interspersed with each other and sends
the information stream to a destination node along a path. The
quantum bits have an original entangled state.

[0013] Inyet another illustrative embodiment, a communi-
cation system comprises an origination node, a destination
node, and a set of nodes. The origination node generates an
information stream comprising information bits and quantum
bits that are interspersed with each other and sends the infor-
mation stream to a receiving node along a path. The destina-
tion node receives the information stream. The set of nodes
form the path from the origination node to the destination
node. A node in the set of nodes receives the information
stream through the node along a path to the destination node.
The information stream comprises the information bits and
the quantum bits that are interspersed with each other; exam-
ines a portion of the quantum bits; and indicates an occur-
rence of unauthorized access to the information stream when
an original entangled state of the portion of the quantum bits
is absent.

[0014] The features and functions can be achieved indepen-
dently in various embodiments of the present disclosure or
may be combined in yet other embodiments in which further
details can be seen with reference to the following description
and drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The novel features believed characteristic of the
illustrative embodiments are set forth in the appended claims.
The illustrative embodiments, however, as well as a preferred
mode of use, further objectives and features thereof, will best
be understood by reference to the following detailed descrip-
tion of an illustrative embodiment of the present disclosure
when read in conjunction with the accompanying drawings,
wherein:

[0016] FIG. 1 is an illustration of a communications envi-
ronment in the form of a block diagram in accordance with an
illustrative embodiment;

[0017] FIG. 2 is an illustration of a path within a commu-
nications network in accordance with an illustrative embodi-
ment;



US 2016/0105439 Al

[0018] FIG. 3 is an illustration of a quantum teleporter in
accordance with an illustrative embodiment;

[0019] FIG. 4 an illustration of an anti-hacking system in
the form of'a block diagram in accordance with an illustrative
embodiment;

[0020] FIG. 5is an illustration of an information stream in
accordance with an illustrative embodiment;

[0021] FIG. 6 is an illustration of a communications net-
work in accordance with an illustrative embodiment;

[0022] FIG. 7 is an illustration of a process for sending
encrypted data from a first communicator to a second com-
municator in a communications network in the form of a
flowchart in accordance with an illustrative embodiment;
[0023] FIG. 8 is an illustration of a process for sending
encrypted data across a node in the form of a flowchart in
accordance with an illustrative embodiment;

[0024] FIG. 9 is an illustration of a process for reducing
unauthorized access of an information stream in the form of a
flowchart in accordance with an illustrative embodiment;
[0025] FIG. 10 is an illustration of a process for managing
flow of an information stream when an unauthorized access of
the information stream has occurred in the form of'a flowchart
in accordance with an illustrative embodiment; and

[0026] FIG.111is anillustration of a data processing system
in the form of a block diagram in accordance with an illus-
trative embodiment.

DETAILED DESCRIPTION

[0027] The illustrative embodiments recognize and take
into account different considerations. For example, the illus-
trative embodiments recognize and take into account that it
may be desirable to have a method for allowing a first com-
municator to send quantum encrypted data to a second com-
municator across one or more nodes in a communications
network. In particular, the illustrative embodiments recog-
nize and take into account that it may be desirable to have a
method for sending quantum encrypted data across a node in
a communications network without requiring that node to
have quantum key distribution capabilities.

[0028] Thus, the illustrative embodiments provide an appa-
ratus and method for sending quantum encrypted data across
anode. In one illustrative example, the node receives an input
signal comprised of incoming photons carrying encrypted
data. Quantum states of the incoming photons are transferred
to outgoing photons using quantum teleportation such that the
encrypted data is transferred, or copied, to the outgoing pho-
tons. An output signal comprised of the outgoing photons
carrying the encrypted data may then be sent out from the
node to a next node.

[0029] Inthis manner, the node may be capable ofhandling
the encrypted data without needing to decrypt the encrypted
data or have knowledge of the encryption key used to encrypt
the data. More specifically, the node may use quantum tele-
portation to route the encrypted data received at the node to
the next node without altering the encrypted data.

[0030] Referring now to the figures and, in particular, with
reference to FIG. 1, an illustration of a communications envi-
ronment is depicted in the form of a block diagram in accor-
dance with an illustrative embodiment. Communications
environment 100 includes communications network 102.
Communications network 102 may be comprised of plurality
of nodes 104.

[0031] As used herein, a “node” in plurality of nodes 104
may be implemented in a number of different ways. For
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example, without limitation, a node may comprise at least one
of a communications device, a switching device, a network
switch, a router, a processor unit, a computer, an integrated
circuit, a modem, a hub, a server, a workstation, a digital
handset, or some other type of communications device.
[0032] As used herein, the phrase “at least one of,” when
used with a list of items, means different combinations of one
or more of the listed items may be used and only one of the
items in the list may be needed. For example, “at least one of
item A, item B, and item C” may include, without limitation,
item A; both item A and item B; item A, item B, and item C;
oritem B and item C. In other examples, “at least one of” may
be, for example, without limitation, two of item A, one of item
B, and ten of item C; four of item B and seven of item C; or
some other type of combination. The item may be a particular
object, thing, or a category. In other words, “at least one of”
means any number of and any combination of items may be
used from the list, but not all of the items in the list may be
required.

[0033] First communicator 106 and second communicator
108 may be examples of nodes in plurality of nodes 104. First
communicator 106 is configured to send secure data to second
communicator 108. For example, first communicator 106
may encrypt unencrypted data 110 using first quantum key
distributor 112 to form encrypted data 114. Second commu-
nicator 108 may receive encrypted data 114 and then decrypt
encrypted data 114 using second quantum key distributor 116
to form decrypted data 118. Decrypted data 118 may contain
unencrypted data 110. In this manner, second quantum key
distributor 116 may decrypt encrypted data 114 to retrieve
unencrypted data 110.

[0034] In this illustrative example, first quantum key dis-
tributor 112 and second quantum key distributor 116 may be
implemented using standard quantum key distribution proto-
cols. First quantum key distributor 112 and second quantum
key distributor 116 may communicate over a quantum chan-
nel (not shown in this view) to share a quantum encryption
key that may be used to encrypt and decrypt data. In this
manner, encrypted data 114 may be quantum encrypted data.
[0035] The quantum encryption key may be comprised of
one or more qubits. In some cases, the quantum encryption
key may be a continuous stream of qubits. Further, depending
on the implementation, the quantum encryption key may or
may not be random.

[0036] In one illustrative example, first quantum key dis-
tributor 112 may include an encryptor configured to receive a
random number from a random number generator. The ran-
dom number generator may be implemented within or outside
of first quantum key distributor 112. The encryptor may use
the random number to encrypt unencrypted data 110 and form
encrypted data 114.

[0037] As depicted, encrypted data 114 may be sent from
first communicator 106 to second communicator 108 across
number of nodes 120 along path 122. As used herein, a “num-
ber of,” when used in reference to items, may mean one or
more items. In this manner, number of nodes 120 may be one
or more nodes.

[0038] In this illustrative example, path 122 may comprise
the sequence of nodes in communications network 102
through which encrypted data 114 is transmitted. Path 122
may include first communicator 106, second communicator
108, and number of nodes 120. Number of nodes 120 may use
quantum teleportation to send encrypted data 114 received at
number of nodes 120 from first communicator 106 to second
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communicator 108. By wusing quantum teleportation,
encrypted data 114 may remain encrypted as encrypted data
114 passes through number of nodes 120.

[0039] Node 124 is an example of one of number of nodes
120. Node 124 may be configured to receive encrypted data
114 over first communications channel 126 and send out
encrypted data 114 over second communications channel
128. As used herein, a “communications channel,” such as
first communications channel 126 and second communica-
tions channel 128, may be selected from a group that includes
a wired communications channel, a wireless communications
channel, an optical communications channel, a fiberoptic
channel, a waveguide, or some other type of communications
channel or link.

[0040] Node 124 uses quantum teleporter 130 to receive
and send out encrypted data 114. In particular, quantum tele-
porter 130 may receive input signal 132 over first communi-
cations channel 126 from a previous node with respect to path
122. This previous node may be first communicator 106 or
one of number of nodes 120. Input signal 132 may be com-
prised of plurality of incoming photons 134 arriving at quan-
tum teleporter 130 over time.

[0041] Quantum teleporter 130 uses plurality of incoming
photons 134 to form plurality of outgoing photons 136. Quan-
tum teleporter 130 sends out plurality of outgoing photons
136 in the form of output signal 138 over second communi-
cations channel 128 to a next node with respect to path 122.
[0042] As depicted, quantum teleporter 130 includes
entanglement creator 140 and entanglement remover 142.
Entanglement creator 140 is configured to create pair of
entangled photons 144 for each one of plurality of incoming
photons 134 received. Pair of entangled photons 144 includes
first entangled photon 146 and second entangled photon 148.
First entangled photon 146 and second entangled photon 148
may be considered entangled when the quantum state of each
of these photons may need to be described with reference to
the other photon, even though the two photons may be physi-
cally separated.

[0043] First entangled photon 146 is sent to meet with one
of plurality of incoming photons 134. For example, first
entangled photon 146 may be sent to meet with incoming
photon 150 in entanglement remover 142. Second entangled
photon 148 may be sent in a different direction as outgoing
photon 152. Incoming photon 150 may carry encrypted infor-
mation.

[0044] Entanglement remover 142 receives both incoming
photon 150 and first entangled photon 146. In response to
receiving both incoming photon 150 and first entangled pho-
ton 146, entanglement remover 142 removes, or destroys, the
entanglement between first entangled photon 146 and second
entangled photon 148.

[0045] When the entanglement between first entangled
photon 146 and second entangled photon 148 is removed,
outgoing photon 152 is formed. Simultaneously, quantum
state 154 of incoming photon 150 is transferred to, or copied
to, outgoing photon 152. The transferring of quantum state
154 ofincoming photon 150 to outgoing photon 152 results in
the encrypted information that is carried by incoming photon
150 being teleported to outgoing photon 152. Outgoing pho-
ton 152 carrying the encrypted information may then be sent
out, or output, from quantum teleporter 130.

[0046] As a result of this quantum teleportation, outgoing
photon 152 output from quantum teleporter 130 may be rela-
tively indistinguishable from incoming photon 150 received
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at quantum teleporter 130. In this manner, encrypted data 114
carried by plurality of incoming photons 134 may be tele-
ported to plurality of outgoing photons 136 without ever
being decrypted, modified, or processed in some other man-
ner.

[0047] Each node in plurality of nodes 104 may have a
quantum teleporter similar to quantum teleporter 130. In this
manner, quantum teleportation may be used to send quantum
encrypted data across one or more of plurality of nodes 104 in
communications network 102.

[0048] The illustration of communications network 102
within communications environment 100 in FIG. 1 is not
meant to imply physical or architectural limitations to the
manner in which an illustrative embodiment may be imple-
mented. Other components in addition to or in place of the
ones illustrated may be used. Some components may be
optional. Additionally, the blocks are presented to illustrate
some functional components. One or more of these blocks
may be combined, divided, or combined and divided into
different blocks when implemented in other illustrative
embodiments.

[0049] For example, although first quantum key distributor
112 is depicted as being part of first communicator 106, first
quantum key distributor 112 may be considered separate from
first communicator 106, but in communication with first com-
municator 106 in other examples. Similarly, although second
quantum key distributor 116 is depicted as being part of
second communicator 108, second quantum key distributor
116 may be considered separate from second communicator
108, but in communication with second communicator 108 in
other examples.

[0050] Further, although the illustrative embodiments have
been described using photons, some other type of quantum
mechanical system may be used. For example, without limi-
tation, input signal 132 may be comprised of a plurality of
incoming electrons and output signal 138 may be comprised
of'a plurality of outgoing electrons. In other words, quantum
communications and quantum cryptography between plural-
ity of nodes 104 may be implemented using electrons instead
of'photons, or some other type of quantum mechanical system
that may be used to form qubits.

[0051] With reference now to FIG. 2, an illustration of a
path within a communications network is depicted in accor-
dance with an illustrative embodiment. Communications net-
work 200 is an example of one implementation for commu-
nications network 102 in FIG. 1. Path 201 through
communications network 200 includes first communicator
202, node 204, and second communicator 206. First commu-
nicator 202, node 204, and second communicator 206 are
examples of implementations for first communicator 106,
node 124, and second communicator 108, respectively, in
FIG. 1.

[0052] As depicted, first communicator 202 is configured
to encrypt unencrypted data 212 using first quantum key
distributor 208 to form encrypted data 214. First communi-
cator 202 sends encrypted data 214 to node 204. Node 204
uses quantum teleporter 216 to teleport the encrypted data
and output teleported encrypted data 218. Second communi-
cator 206 uses second quantum key distributor 210 to decrypt
teleported encrypted data 218 and form decrypted data 220.

[0053] With reference now to FIG. 3, an illustration of
quantum teleporter 216 from FIG. 2 is depicted in accordance
with an illustrative embodiment. In this illustrative example,
quantum teleporter 216 includes entanglement remover 300
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and entanglement creator 302. Entanglement remover 300
includes beam splitter 304, detector 306, and detector 308.
Entanglement creator 302 includes coupled photon creator
310, beam splitter 312, wave plate 313, mirror 314, and mir-
ror 316.

[0054] As depicted, coupled photon creator 310 is config-
ured to create pair of coupled photons 318. Pair of coupled
photons 318 includes first photon 320 and second photon 322.
In one illustrative example, coupled photon creator 310 may
include a laser, an intensity control device, a polarization
control device, a frequency control device, and a nonlinear
optical element. The nonlinear optical element may be used to
convert a single laser photon emitted from the laser into pair
of coupled photons 318.

[0055] Beam splitter 312 in entanglement creator 302 may
be used to entangle first photon 320 and second photon 322.
Prior to becoming entangled with second photon 322, first
photon 320 may be sent through wave plate 313. Wave plate
313 is used to change the polarization of first photon 320. In
one illustrative example, wave plate 313 takes the form of a
half-wave plate that is configured to rotate the polarization
direction of first photon 320.

[0056] First photon 320 may be sent through wave plate
313 towards mirror 314. Mirror 314 directs first photon 320
towards beam splitter 312. Similarly, second photon 322 is
sent towards mirror 316. Mirror 316 directs second photon
322 towards beam splitter 312. In other words, mirror 314 and
mirror 316 are used to steer first photon 320 and second
photon 322, respectively, towards beam splitter 312. Of
course, in other illustrative examples, a plurality of optical
elements may be used to steer first photon 320 and second
photon 322 towards beam splitter 312.

[0057] Beam splitter 312 causes entanglement between
first photon 320 and second photon 322 such that pair of
entangled photons 324 is formed. Pair of entangled photons
324 includes first entangled photon 326 and second entangled
photon 328. In some illustrative examples, first entangled
photon 326 may be referred to as a transporter photon.
[0058] First entangled photon 326 is sent to meet with
incoming photon 330 at entanglement remover 300. Both
incoming photon 330 and first entangled photon 326 are
received at beam splitter 304 within entanglement remover
300. Incoming photon 330 and first entangled photon 326 are
interfered at beam splitter 304. Beam splitter 304 may be
implemented using, for example, a 50/50 beam splitter.
[0059] Detector 306 and detector 308 may be used to mea-
sure first output 332 and second output 334, respectively, of
beam splitter 304. Detector 306 and detector 308 may each be
implemented using, for example, without limitation, control
optics, a polarization measurement device, and a light-to-
electronic signal converter. The light-to-electronic signal
converter may take the form of, for example, without limita-
tion, a photodiode, an avalanche photodiode, a photomulti-
plier, or some other type of element.

[0060] In response to incoming photon 330 and first
entangled photon 326 meeting at beam splitter 304 and the
measurement of at least one of first output 332 or second
output 334 by detector 306 and detector 308, respectively, the
entanglement between first entangled photon 326 and second
entangled photon 328 is removed to form outgoing photon
336. Simultaneously, the quantum state of incoming photon
330 is transferred to outgoing photon 336.

[0061] In this manner, outgoing photon 336 may have the
same quantum state as incoming photon 330 such that outgo-
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ing photon 336 is relatively indistinguishable from incoming
photon 330. The transferring of the quantum state of incom-
ing photon 330 to outgoing photon 336 results in the telepor-
tation of the encrypted information carried by incoming pho-
ton 330 to outgoing photon 336. Quantum teleporter 216
outputs outgoing photon 336.

[0062] Theillustrations of communications network 200 in
FIG. 2 and quantum teleporter 216 in FIG. 3 are not meant to
imply physical or architectural limitations to the manner in
which an illustrative embodiment may be implemented.
Other components in addition to or in place of the ones
illustrated may be used. Some components may be optional.
[0063] The different components shown in FIG. 3 may be
illustrative examples of how components shown in block
form in FIG. 1 can be implemented as physical structures.
Additionally, some of the components in FIG. 3 may be
combined with components in FIG. 1, used with components
in FIG. 1, or a combination of the two.

[0064] The illustrative embodiments also recognize and
take into account that unauthorized access to information in
an information stream is undesirable. The illustrative
embodiments recognize and take into account, for example,
that even though first communicator 106 may send encrypted
data 114 to second communicator 108, a third party may
attempt to access encrypted data 114 in FIG. 1. For example,
a third party may attempt to read encrypted data 114, change
encrypted data 114, or otherwise access encrypted data 114.
These types of actions may occur with attempts to hack into
the connections between first communicator 106 and second
communicator 108.

[0065] Further, the illustrative embodiments recognize and
take into account that encrypting and decrypting data may be
performed to prevent unauthorized access to the information.
The illustrative embodiments recognize and take into account
that encrypting and decrypting data may require more pro-
cessing power speed than is desired or is available. The
amount of processing in encrypting data may require larger
and larger processing resources to obtain a generally fast
encryption system. Thus, the illustrative embodiments also
provide a method and apparatus for reducing unauthorized
access to the information stream.

[0066] Turning now to FIG. 4, an illustration of an anti-
hacking system in the form of a block diagram is depicted in
accordance with an illustrative embodiment. Anti-hacking
system 400 may be implemented in communications envi-
ronment 100 in FIG. 1 to reduce unauthorized access to
encrypted data 114.

[0067] Inthisillustrative example, anti-hacking system 400
includes nodes 402. As depicted, nodes 402 include origina-
tion node 404 and destination node 406.

[0068] Inthis illustrative example, nodes 402 also includes
set of nodes 408. As depicted, set of nodes 408 form path 410.
As used herein, “a set of” when used with reference to items
means zero or more items. For example, set of nodes 408 is
zero or more nodes. In other words, a set may be a null set in
some illustrative examples. When set of nodes 408 is a null
set, a direct connection is present between origination node
404 and destination node 406.

[0069] Inthis illustrative example, path 410 may be formed
using different types of connections. For example, path 410
includes at least one of a wireless communications channel, a
wired communications channel, an optical communications
channel, a fiber optic channel, or some other suitable type of
channel. Further, as depicted, origination node 404, destina-
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tion node 406, and set of nodes 408 may form communica-
tions network 412. In some illustrative examples, one node in
nodes 402 may be connected to another node in nodes 402. In
other illustrative examples, nodes 402 may act as switches in
which one node in nodes 402 may be connected to multiple
nodes in nodes 402. As depicted, nodes 402 comprises at least
one of a communications device, a switching device, a net-
work switch, a router, a processor unit, a computer, an inte-
grated circuit, a modem, a hub, a server, a workstation, a
digital handset, or some other type of communications device
forming a network.

[0070] Additionally, node 413 in set of nodes 408 may
include quantum teleporter 414 that receives information
stream 415 in which incoming photons carry information bits
416 and quantum bits 418 and sends outgoing photons car-
rying information bits 416 and quantum bits 418 to next node
419 along path 410 to destination node 406.

[0071] As depicted, origination node 404 generates infor-
mation stream 415. Information stream 415 comprises infor-
mation bits 416 and quantum bits 418 that are interspersed
with each other. The manner in which information bits 416
and quantum bits 418 are interspersed in this example is
pattern 432.

[0072] The interspersing of information bits 416 and quan-
tum bits 418 hides information bits 416 from third parties who
do not know pattern 432. As a result, information stream 415
may appear to be noise to a party that does not know pattern
432. In this manner, information bits 416 are hidden within a
steam of quantum bits 418 in information stream 415.

[0073] Intheillustrative example, information bits 416 and
quantum bits 418 are comprised of at least one of photons or
electrons. Information bits 416 carry information. As
depicted, access detector 436 in set of nodes 408 detects
unauthorized access 438. Access detector 436 may be located
in node 413 in this illustrative example. When set of nodes
408 is a null set, access detector 436 may be located in
destination node 406.

[0074] Quantum bits 418 may be examined to determine
whether unauthorized access 438 has occurred for informa-
tion stream 415. In some illustrative examples, quantum bits
418 also carry information.

[0075] Origination node 404 sends information stream 415
to destination node 406 along path 410. Destination node 406
is the node in nodes 402 to which the information stream 415
is directed.

[0076] Inthis illustrative example, node 413 in set of nodes
408 transmits information stream 415 through node 413
along path 410 to destination node 406. As used herein, trans-
mitting information stream 415 may include at least one of
receiving information stream 415 at node 413 or sending
information stream 415 from node 413.

[0077] As depicted, information stream 415 comprises
information bits 416 and quantum bits 418 that are inter-
spersed with each other. As depicted, node 413 examines
portion 440 of quantum bits 418. In the illustrative example,
portion 440 that is examined may be from none of quantum
bits 418 to all of quantum bits 418. As depicted, node 413
indicates an occurrence of unauthorized access 438 to the
information stream when original entangled state 442 in por-
tion 440 of quantum bits 418 is absent from the examination
of quantum bits 418. In particular, access detector 436 exam-
ines portion 440 of quantum bits 418 and indicates an occur-
rence of unauthorized access 438.
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[0078] In the illustrative example, the occurrence of unau-
thorized access 438 may be added as information to informa-
tion stream 415. In another illustrative example, occurrence
of'unauthorized access 438 may be indicated information sent
on a completely different communication network, on a dif-
ferent path, or on a different connection than the existing
information stream.

[0079] As an illustrative example, this occurrence of unau-
thorized access 438 is sent to a node or other device that will
handle unauthorized access 438. For example, the indication
of'the occurrence is sent to origination node 404, a node in set
of nodes 408, destination node 406, or some other device or
destination.

[0080] In the illustrative example, original entangled state
442 has a property selected from one of position, spin, polar-
ization, and momentum. When unauthorized access 438
occurs, original entangled state 442 collapses. In other words,
a portion of the wave function for a quantum bit in quantum
bits 418 changes to a final state when the quantum bit is
examined. The portion of the wave function may be a property
such as property selected from one of position, spin, polar-
ization, momentum, or some other suitable property.

[0081] As depicted, portion 444 of path 410, where unau-
thorized access 438 occurred, is identified when original
entangled state 442 of portion 440 of quantum bits 418 is
absent. Also, path 410 is changed to avoid unauthorized
access 438.

[0082] Also, with anti-hacking system 400, unencrypted
data 110 may be sent from first communicator 106 to second
communicator 108 at a lower level of encryption for
encrypted data 114. As a result, the amounts of processing
resources for encrypted data 114 may be reduced. The hiding
of information bits 416 by mixing information bits 416 with
quantum bits 418 allows for reduced levels of encryptionto be
used. Also, the ability to detect when unauthorized access 438
has occurred also allows for flexibility in encryption.

[0083] Ifunauthorized access 438 has notoccurred, alower
level of encryption may be used. If unauthorized access 438 is
detected, at least one of increasing the level of encryption or
changing path 410 may occur. As a result, the amount of
processing resources needed to transmit information stream
415 from origination node 404 to destination node 406 may
be reduced.

[0084] The illustration of anti-hacking system 400 in FIG.
4 is not meant to imply physical or architectural limitations to
the manner in which an illustrative embodiment may be
implemented. Other components in addition to or in place of
the ones illustrated may be used. Some components may be
unnecessary. Also, the blocks are presented to illustrate some
functional components. One or more of these blocks may be
combined, divided, or combined and divided into different
blocks when implemented in an illustrative embodiment.
[0085] For example, node 413 may be destination node
406. In other words, origination node 404 may communicate
directly with destination node 406. In another illustrative
example, quantum bits 418 may also carry information in
addition to being used to determine whether an occurrence of
unauthorized access 438 has occurred.

[0086] Further, one or more access detectors may be used in
addition or in place of access detector 436 access detector.
These other access detectors may be located in other nodes in
set of nodes 408.

[0087] Further, access detector 436 may be implemented in
software, hardware, firmware or a combination thereof.
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When software is used, the operations performed by access
detector 436 may be implemented in program code config-
ured to run on hardware, such as a processor unit. When
firmware is used, the operations performed by access detector
436 may be implemented in program code and data and stored
in persistent memory to run on a processor unit. When hard-
ware is employed, the hardware may include circuits that
operate to perform the operations in access detector 436.
[0088] In the illustrative examples, the hardware may take
the form of a circuit system, an integrated circuit, an applica-
tion specific integrated circuit (ASIC), a programmable logic
device, or some other suitable type of hardware configured to
perform a number of operations. With a programmable logic
device, the device may be configured to perform the number
of operations. The device may be reconfigured at a later time
or may be permanently configured to perform the number of
operations. Examples of programmable logic devices
include, for example, a programmable logic array, a program-
mable array logic, a field programmable logic array, a field
programmable gate array, and other suitable hardware
devices. Additionally, the processes may be implemented in
organic components integrated with inorganic components
and may be comprised entirely of organic components
excluding a human being. For example, the processes may be
implemented as circuits in organic semiconductors.

[0089] Turning next to FIG. 5, an illustration of an infor-
mation stream is depicted in accordance with an illustrative
embodiment. In this illustrative example, information stream
500 is an example of one implementation for information
stream 415 in FIG. 4.

[0090] As depicted, information stream 500 includes infor-
mation bits identified by “I” and quantum bits identified by
“QQ” in information stream 500. Information stream 500 has
pattern 502. In this illustrative example, pattern 502 of infor-
mation bits and quantum bits is a repeating pattern in infor-
mation stream 500. As depicted, the pattern is 7 quantum bits
and 1 information bit.

[0091] In other illustrative examples, information stream
500 may use other patterns. Some patterns may be less appar-
ent. For example, pseudorandom noise (PRN) sequences may
be used. Although a pseudorandom noise sequence seems to
lack any definite pattern, a pseudorandom noise sequence is a
deterministic sequence of pulses that repeat after a period.
The length of the period may be selected such that the
sequence appears to be random.

[0092] As depicted, information bits carry the information
and quantum bits are indicators of whether an unauthorized
access has occurred. In some illustrative examples, some or
all of the quantum bits may also carry information in infor-
mation stream S500.

[0093] Inthis example, pattern 502 of information bits and
quantum bits may serve to hide the information in the infor-
mation bits. The quantum bits may be viewed by an unautho-
rized party as noise when the unauthorized party does not
know which bits carry the information. With more complex
patterns used for pattern 502 in information stream 500, the
likelihood that an unauthorized party will be able to extract
the information from information bits in information stream
500 is reduced.

[0094] Inaddition, the quantum bits may have an entangled
state. As a result, the quantum bits may be used to determine
whether the information stream was intercepted during the
transmission of information stream 500 on a path from an
origination node to a destination node.
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[0095] Turning next to FIG. 6, an illustration of a commu-
nications network is depicted in accordance with an illustra-
tive embodiment. Communications network 600 is an
example of a communications network in which anti-hacking
system 400 in FIG. 4 can be implemented.

[0096] In this illustrative example, communications net-
work 600 includes origination node 602 and destination node
604. Communications network 600 also includes nodes 606.
Node 608, node 610, node 612, node 614, node 616, node
618, node 620, node 622, node 624, and node 626 are present
in nodes 606. Nodes 606 form a network though which origi-
nation node 602 sends information stream 628 to destination
node 604.

[0097] Inthisexample, information stream 628 is transmit-
ted by origination node 602 through a portion of nodes 606 on
path 630 to destination node 604. Path 630 may be selected by
information in information stream 628. For example, a first
portion of information stream 628 may include an identifica-
tion of nodes 606 that are used to form path 630. In other
illustrative examples, path 630 may be set by nodes 606
communicating with each other to setup path 630. In another
illustrative example, a path may be formed from origination
node 602 to destination node 604 through nodes 610, 618,
620, and 626. In yet another illustrative example, information
stream 628 may be directly sent to node 608, which may be a
final destination node. An anti-hacking system may be imple-
mented in at least one of nodes 606 or destination node 604.

[0098] In this illustrative example, path 630 includes node
608, node 612, node 614, and node 616. An anti-hacking
system may be implemented in at least one of node 608, node
612, node 614, node 616 or destination node 604. Any num-
ber of these nodes may include an access detector. In this
example, node 608 includes access detector 632 and node 614
includes access detector 634.

[0099] Access detector 632 and access detector 634 know
which bits in information stream 628 are quantum bits. The
identification of the pattern of information bits and quantum
bits is sent to access detector 632 and access detector 634. In
this example, the pattern is pattern 502 in FIG. 5. For
example, pattern 502 may be sent to access detector 632 and
access detector 634 from origination node 602 prior to origi-
nation node 602 transmitting information stream 628. Alter-
natively, destination node 604, or some other source, may
select pattern 502 for use by origination node 602 in gener-
ating information stream 628.

[0100] Asillustrated, access detector 632 and access detec-
tor 634 examine one or more of the quantum bits in informa-
tion stream 628 to determine whether an unauthorized access
has occurred. Access detector 632 and access detector 634
may each be assigned particular quantum bits in pattern 502
in information stream 628 to examine. In this example, access
detector 632 examines the first and third quantum bits in
pattern 502 and access detector 634 examines the second and
fourth quantum bits in pattern 502 for information stream
628.

[0101] Ifan unauthorized access is detected by at least one
of access detector 632 or access detector 634, the portion of
path 630 in which the unauthorized access occurred may be
identified. For example, if access detector 632 in node 608
does not detect an unauthorized access in the quantum bits
that access detector 632 examines, and access detector 634 in
node 614 detects an unauthorized access in the quantum bits
that access detector 634 examines, the portion of path 630 in
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which the unauthorized access occurred is likely to be in a
portion of path 630 that includes node 612 and node 614.
[0102] With the identification of the portion of path 630 in
which the unauthorized access has occurred, path 630 may be
changed to avoid the unauthorized access. For example, path
630 may be changed to include node 610, node 618, node 620,
and node 622 to reach destination node 604.

[0103] Inthis example, access detectors may be located on
all or some of the nodes depending upon the particular com-
munications network used. Also, the number and location of
the access detectors may depend on the level of security
desired. For example, if a maximum security is desired,
access detectors may be placed at every single node. Other
factors may include cost, other security features, use of pro-
cessing power, and other suitable factors.

[0104] The illustration of communications network 600 in
FIG. 6 is not meant to limit the manner in which other com-
munications networks may be implemented. For example,
other nodes in addition or in place of the 10 nodes forming
nodes 606 may be used. The nodes also may include a quan-
tum teleporter.

[0105] With reference now to FIG. 7, an illustration of a
process for sending encrypted data from a first communicator
to a second communicator in a communications network in
the form of a flow chart is depicted in accordance with an
illustrative embodiment. The process illustrated in FIG. 7
may be used to send, for example, encrypted data 114 from
first communicator 106 to second communicator 108 in FIG.
1.

[0106] The process begins by the first communicator
encrypting unencrypted data to form encrypted data using a
first quantum key distributor (operation 700). Next, the
encrypted data is sent to a next node in a path selected for
sending the encrypted data in the form of a plurality of pho-
tons (operation 702). A determination is made as to whether
the next node is the second communicator (operation 704).
[0107] Ifthe nextnode is not the second communicator, the
node receives the plurality of photons as a plurality of incom-
ing photons carrying the encrypted data (operation 706).
Thereafter, the node teleports the encrypted data carried by
the plurality of incoming photons onto a plurality of outgoing
photons created by the node (operation 708). The node out-
puts the plurality of outgoing photons carrying the encrypted
datato anext node (operation 710), with the process returning
to operation 704 as described above.

[0108] With reference again to operation 704, if the next
node is the second communicator, the second communicator
receives the plurality of outgoing photons carrying the
encrypted data (operation 712). The second communicator
then decrypts the encrypted data using a second quantum key
distributor (operation 714), with the process terminating
thereafter.

[0109] With reference now to FIG. 8, an illustration of a
process for sending encrypted data across a node is depicted
in the form of a flowchart in accordance with an illustrative
embodiment. The process illustrated in FIG. 8 may be used to
send, for example, without limitation, encrypted data 114
across node 124 in FIG. 1. Further, the process illustrated in
FIG. 8 may be implemented using quantum teleporter 130 in
FIG. 1.

[0110] The process begins by the quantum teleporter
receiving an incoming photon carrying encrypted informa-
tion (operation 800). A pair of entangled photons is created
(operation 802). A first entangled photon of the pair of
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entangled photons is sent to meet the incoming photon (op-
eration 804). The incoming photon and the first entangled
photon are received at a beam splitter in the quantum tele-
porter (operation 806). A first detector may be used to mea-
sure a first output of the beam splitter and/or a second detector
may be used to measure a second output of the beam splitter
(operation 808).

[0111] In response to the incoming photon and the first
entangled photon meeting at the beam splitter and the first
output and/or the second output of the beam splitter being
measured, the entanglement between the first entangled pho-
ton and the second entangled photon is removed to form an
outgoing photon in which a quantum state of the incoming
photon is simultaneously transferred to the outgoing photon
(operation 810). In operation 810, transferring the quantum
state of the incoming photon to the outgoing photon teleports
the encrypted information carried by the incoming photon to
the outgoing photon. The outgoing photon is sent out from the
quantum teleporter (operation 812), with the process termi-
nating thereafter.

[0112] In this manner, the illustrative embodiments
described above provide a method for sending quantum
encrypted data across nodes without requiring that the nodes
have quantum key distribution capabilities. In particular, the
quantum encrypted data may remain encrypted while being
sent from the first communicator to the second communica-
tor.

[0113] With reference next to FIG. 9, an illustration of a
process for reducing unauthorized access of an information
stream in the form of a flowchart is depicted in accordance
with an illustrative embodiment. The process illustrated in
FIG. 9 may be implemented using anti-hacking system 400 in
FIG. 4.

[0114] The process in FIG. 9 may be implemented in one
more nodes in a path through which an information stream
flows. An origination node generates the information stream
comprising the information bits and quantum bits that are
interspersed with each other and then sends the information
stream to the destination node along the path. This informa-
tion stream is transmitted through nodes on the path in the
illustrative examples.

[0115] The process begins receiving an information stream
at a node along a path to a destination node (operation 900).
The information stream comprises information bits and quan-
tum bits that are interspersed with each other. The process
examines a portion of the quantum bits at the node along the
path (operation 902). A determination is made as to whether
an original entangled state of the portion of the quantum bits
is absent (operation 904).

[0116] If the original entangled state of the portion of the
quantum bits is absent, the process indicates an occurrence of
unauthorized access to the information stream when an origi-
nal entangled state of the portion of the quantum bits is absent
(operation 906), with the process terminating thereafter. Oth-
erwise the process returns to operation 902.

[0117] When an occurrence of unauthorized access is
present, different actions may be taken. For example, a new
path may be selected for transmitting the information stream.
As another example, a level of encryption for the information
stream may be changed. The level of encryption may change
from no encryption to encrypting the information. As another
example, the key length of the encryption may be increased.
In one example, the key length may increase from 128 bits to
256 bits. In another example, a different type of encryption
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process may be used. In yet another example, the pattern of
information bits and quantum bits may be changed.

[0118] In yet another illustrative example, the action may
be to continue to send the information stream. The informa-
tion in the information stream, however, may include infor-
mation that is inaccurate, a program for a virus, or other
information other than the information that was intended for
receipt by the origination node. The actual information may
be sent over another path or through a different communica-
tions system.

[0119] Turning next to FIG. 10, an illustration of a process
for managing flow of an information stream when an unau-
thorized access of the information stream has occurred in the
form of a flowchart is depicted in accordance with an illus-
trative embodiment. The process illustrated in FIG. 10 may be
implemented using anti-hacking system 400 in FIG. 4.
[0120] The process begins by identifying a portion of the
path where the unauthorized access occurred when an origi-
nal entangled state of the portion of the quantum bits is absent
(operation 1000). The process then changes the path to avoid
the unauthorized access when the original entangled state of
the portion of the quantum bits is absent (operation 1002),
with the process terminating thereafter.

[0121] In operation 1002, changing the path to avoid the
unauthorized access when the original entangled state of the
portion of the quantum bits is absent may include identifying
a portion of the path where the unauthorized access occurred
when the original entangled state of the portion of the quan-
tum bits is absent. Operation 1002 also may include changing
the path to avoid the unauthorized access to exclude the
portion of the path where the unauthorized access occurred.
[0122] The portion of the path may be some or all of the
path depending on the set of nodes present in the path. If path
is a direct connection between the origination node and the
destination node, a different connection between these two
nodes may be used. If another connection is unavailable, the
transmission of the information stream may be halted.
[0123] The flowcharts and block diagrams in the different
depicted embodiments illustrate the architecture, functional-
ity, and operation of some possible implementations of appa-
ratuses and methods in an illustrative embodiment. In this
regard, each block in the flowcharts or block diagrams may
represent a module, a segment, a function, or a portion of an
operation or step. For example, one or more of the blocks may
be implemented as program code, in hardware, or a combi-
nation of the program code and hardware. When imple-
mented in hardware, the hardware may, for example, take the
form of integrated circuits that are manufactured or config-
ured to perform one or more operations in the flowcharts or
block diagrams. When implemented as a combination of pro-
gram code and hardware, the implementation may take the
form of firmware.

[0124] In some alternative implementations of an illustra-
tive embodiment, the function or functions noted in the blocks
may occur out of the order noted in the figures. For example,
in some cases, two blocks shown in succession may be
executed substantially concurrently, or the blocks may some-
times be performed in the reverse order, depending upon the
functionality involved. Also, other blocks may be added in
addition to the illustrated blocks in a flowchart or block dia-
gram.

[0125] Turning now to FIG. 11, an illustration of a data
processing system in the form of a block diagram is depicted
in accordance with an illustrative embodiment. Data process-
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ing system 1100 may be used to implement one or more nodes
in FIGS. 1, 2, 4, and 6. As depicted, data processing system
1100 includes communications framework 1102, which pro-
vides communications between processor unit 1104, storage
devices 1106, communications unit 1108, input/output unit
1110, and display 1112. In some cases, communications
framework 1102 may be implemented as a bus system.
[0126] Processorunit 1104 is configured to execute instruc-
tions for software to perform a number of operations. Proces-
sor unit 1104 may comprise a number of processors, a multi-
processor core, and/or some other type of processor,
depending on the implementation. In some cases, processor
unit 1104 may take the form of a hardware unit, such as a
circuit system, an application specific integrated circuit
(ASIC), a programmable logic device, or some other suitable
type of hardware unit.

[0127] Instructions for the operating system, applications,
and/or programs run by processor unit 1104 may be located in
storage devices 1106. Storage devices 1106 may be in com-
munication with processor unit 1104 through communica-
tions framework 1102. As used herein, a storage device, also
referred to as a computer readable storage device, is any piece
of hardware capable of storing information on a temporary
and/or permanent basis. This information may include, but is
not limited to, data, program code, and/or other information.
[0128] Memory 1114 and persistent storage 1116 are
examples of storage devices 1106. Memory 1114 may take
the form of, for example, a random access memory or some
type of volatile or non-volatile storage device. Persistent stor-
age 1116 may comprise any number of components or
devices. For example, persistent storage 1116 may comprise
a hard drive, a flash memory, a rewritable optical disk, a
rewritable magnetic tape, or some combination of the above.
The media used by persistent storage 1116 may or may not be
removable.

[0129] Communications unit 1108 allows data processing
system 1100 to communicate with other data processing sys-
tems, devices, or some combination thereof. Communica-
tions unit 1108 may provide communications using physical
and/or wireless communications links.

[0130] Input/output unit 1110 allows input to be received
from and output to be sent to other devices connected to data
processing system 1100. For example, input/output unit 1110
may allow user input to be received through a keyboard, a
mouse, or some other type of input device. As another
example, input/output unit 1110 may allow output to be sent
to a printer connected to data processing system 1100.
[0131] Display 1112 is configured to display information to
a user. Display 1112 may comprise, for example, without
limitation, a monitor, a touch screen, a laser display, a holo-
graphic display, a virtual display device, and/or some other
type of display device.

[0132] In this illustrative example, the processes of the
different illustrative embodiments may be performed by pro-
cessor unit 1104 using computer-implemented instructions.
These instructions may be referred to as program code, com-
puter usable program code, or computer readable program
code and may be read and executed by one or more processors
in processor unit 1104.

[0133] In these examples, program code 1118 is located in
a functional form on computer readable media 1120, which is
selectively removable, and may be loaded onto or transferred
to data processing system 1100 for execution by processor
unit 1104. Program code 1118 and computer readable media
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1120 together form computer program product 1122. In this
illustrative example, computer readable media 1120 may be
computer readable storage media 1124 or computer readable
signal media 1126.

[0134] Computer readable storage media 1124 is a physical
or tangible storage device used to store program code 1118
rather than a medium that propagates or transmits program
code 1118. Computer readable storage media 1124 may be,
for example, without limitation, an optical or magnetic disk or
a persistent storage device that is connected to data process-
ing system 1100.

[0135] Alternatively, program code 1118 may be trans-
ferred to data processing system 1100 using computer read-
able signal media 1126. Computer readable signal media
1126 may be, for example, a propagated data signal contain-
ing program code 1118. This data signal may be an electro-
magnetic signal, an optical signal, or some other type of
signal that can be transmitted over physical communications
links, wireless communications links, or some combination
thereof.

[0136] The illustration of data processing system 1100 in
FIG. 11 is not meant to provide architectural limitations to the
manner in which the illustrative embodiments may be imple-
mented. The different illustrative embodiments may be
implemented in a data processing system that includes com-
ponents in addition to or in place of those illustrated for data
processing system 1100. Further, components shown in FIG.
11 may be varied from the illustrative examples shown.
[0137] Thus, one or more illustrative embodiments provide
a method and apparatus for reducing unauthorized access to
an information stream. As described above, an information
stream is transmitted through a node in a set of nodes along a
path to a destination node. The information stream comprises
information bits and quantum bits that are interspersed with
each other. A portion of the quantum bits may be examined at
the node along the path. An occurrence of unauthorized
access to the information stream is indicated when an original
entangled state of the portion of the quantum bits is absent.
With this indication, actions may be taken in response to the
unauthorized access.

[0138] In this manner, more secure communication of
information may occur and protect the transmission of infor-
mation streams from interception or modification. Further,
the level of encryption may be reduced using the anti-hacking
system in the illustrative examples. As a result, the processing
resources needed for transmitting information may be
reduced through the less intensive processing that occurs with
a lower level of encryption.

[0139] The description of the different illustrative embodi-
ments has been presented for purposes of illustration and
description, and is not intended to be exhaustive or limited to
the embodiments in the form disclosed. Many modifications
and variations will be apparent to those of ordinary skill in the
art. Further, different illustrative embodiments may provide
different features as compared to other desirable embodi-
ments. The embodiment or embodiments selected are chosen
and described in order to best explain the principles of the
embodiments, the practical application, and to enable others
of ordinary skill in the art to understand the disclosure for
various embodiments with various modifications as are suited
to the particular use contemplated.

1. A method for reducing unauthorized access of an infor-
mation stream, the method comprising:
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hiding information bits within a stream of quantum bits by
interspersing the information bits and the quantum bits
in a predetermined pattern, wherein the information bits
carry information to be transmitted and the quantum bits
do not carry information to be transmitted, the quantum
bits comprising entangled electrons or entangled pho-
tons, and the information bits comprising non-entangled
electrons or non-entangled photons;

receiving the information stream at a node along a path to

a destination node;

examining a portion of the quantum bits at the node along

the path; and

indicating an occurrence of unauthorized access to the

information stream when an original entangled state of
the portion of the quantum bits is absent.

2. The method of claim 1 further comprising:

sending the information stream to the destination node

along the path; and

reading the information only from the information bits.

3. The method of claim 1 further comprising:

identifying a portion of the path where the unauthorized

access occurred when the original entangled state of the
portion of the quantum bits is absent.

4. The method of claim 1 further comprising:

changing the path to avoid the unauthorized access when

the original entangled state of the portion of the quantum
bits is absent.

5. The method of claim 4 wherein changing the path to
avoid the unauthorized access when the original entangled
state of the portion of the quantum bits is absent comprises:

identifying a portion of the path where the unauthorized

access occurred when the original entangled state of the
portion of the quantum bits is absent; and

changing the path to avoid the unauthorized access to

exclude the portion of the path where the unauthorized
access occurred.

6. The method of claim 1, wherein the node is selected from
one of a communications device, a switching device, a net-
work switch, a router, a processor unit, a computer, an inte-
grated circuit, a modem, a hub, a server, a workstation, a
digital handset, or some other type of communications device
forming a network.

7. The method of claim 1, wherein the node includes a
quantum teleporter that receives the information stream and
sends the information stream to a next node along the path to
the destination node.

8. (canceled)

9. The method of claim 1, wherein the original entangled
state has a property selected from one of position, spin, polar-
ization, and momentum.

10. The method of claim 1, wherein the node is the desti-
nation node.

11. The method of claim 1, wherein the path includes at
least one of a wireless communications channel, a wired
communications channel, an optical communications chan-
nel, or a fiber optic channel.

12. An apparatus comprising:

an origination node configured to:

generate information bits and quantum bits, the quantum
bits comprising entangled electrons or entangled pho-
tons having a corresponding original entangled states,
and the information bits comprising non-entangled
electrons or non-entangled photons, wherein the
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information bits carry information to be transmitted
and the quantum bits do not carry information to be
transmitted;
hide the information bits within a stream of the quantum
bits by interspersing the information bits and the
quantum bits in a predetermined pattern, thereby gen-
erating an information stream; and
send the information stream to a destination node along
a path.
13. The apparatus of claim 12 further comprising:
a node configured to:
receive the information stream along the path to the
destination node;
examine a portion of the quantum bits at the node along
the path; and
indicate an occurrence of an unauthorized access to the
information stream when any of the corresponding
original entangled states of the portion of the quantum
bits are absent.

14. The apparatus of claim 13, wherein a portion of the path
where the unauthorized access occurred is identified when
any of the corresponding original entangled states of the
portion of the quantum bits are absent.

15. The apparatus of claim 13, wherein the path is changed
to avoid the unauthorized access.

16. The apparatus of claim 13, wherein the node is selected
from one of a communications device, a switching device, a
network switch, a router, a processor unit, a computer, an
integrated circuit, a modem, a hub, a server, a workstation, a
digital handset, or some other type of communications device
forming a network.

17. The apparatus of claim 13, wherein the node includes a
quantum teleporter that receives the information stream sends
the information stream to the destination node.

18. (canceled)
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19. The apparatus of claim 13, wherein the node is the
destination node.

20. A communications system comprising:

an origination node configured to:

generate information bits and quantum bits, the quantum
bits comprising entangled electrons or entangled pho-
tons having a corresponding original entangled states,
and the information bits comprising non-entangled
electrons or non-entangled photons, wherein the
information bits carry information to be transmitted
and the quantum bits do not carry information to be
transmitted;

hide the information bits within a stream of the quantum
bits by interspersing the information bits and the
quantum bits in a predetermined pattern, thereby gen-
erating an information stream; and

send the information stream from the origination node;

a destination node that receives the information stream;

and

a set of nodes that form a path from the origination node to

the destination node, wherein a node in the set of nodes
is configured to receive the information stream along the
path to the destination node; examine a portion of the
quantum bits; and indicate an occurrence of unautho-
rized access to the information stream when an original
entangled state of the portion of the quantum bits is
absent.

21. The communications system of claim 20, wherein the
destination node reads the information only from the infor-
mation bits.

22. The communications system of claim 20, wherein the
origination node is further configured to change the path to
avoid the unauthorized access when the original entangled
state of the portion of the quantum bits is absent.
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