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ABSTRACT

A device receives a first input for authenticating a user and
determines the first input fails to authenticate the user. One or
more errors are identified in the input which match a tremor
pattern for the user and the one or more errors are corrected to
generate a corrected input. The user is authenticated using the
corrected input.
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AUTHENTICATION OF USERS WITH
TREMORS

BACKGROUND

[0001] The present disclosure relates to security of comput-
ing devices, and more specifically, to user authentication on
computing devices.

[0002] Tremors are involuntary muscle contractions and
relaxations involving movement of one or more body parts.
Existing authentication methods can be difficult for users
with tremors. For example, it may be difficult for people with
tremors to type long alpha-numeric passwords in mobile
phones and other small devices. Users with tremors may
make mistakes such as striking an incorrect key, repeating a
key, or missing a key. The number of such committed mis-
takes is particularly high when people with tremors use touch
screen text entry.

SUMMARY

[0003] According to embodiments of the present disclo-
sure, a method for authenticating users is disclosed. The
method includes receiving, by a device, a first input for
authenticating a user and determining the first input fails to
authenticate the user. The method further includes identifying
one or more errors in the input which match a tremor pattern
for the user, and correcting the one or more errors to generate
a corrected input. The method further includes authenticating
the user using the corrected input.

[0004] Further disclosed herein are embodiments of a com-
puter program product for authenticating users. The computer
program product includes a computer readable storage
medium having program instructions embodied therewith.
The program instructions are executable by a computing
device to cause the device to perform a method. The method
includes receiving, by a device, a first input for authenticating
a user and determining the first input fails to authenticate the
user. The method further includes identifying one or more
errors in the input that match a tremor pattern for the user and
correcting the one or more errors to generate a corrected
input. The method further includes authenticating the user
using the corrected input.

[0005] Further disclosed herein are embodiments of a sys-
tem for authenticating users. The system includes one or more
processors, one or more computer-readable memories, one or
more computer-readable tangible storage devices, and pro-
gram instructions stored on at least one of the one or more
storage devices for execution by at least one of the one or
more processors via at least one of the one or more memories.
The program instructions are configured to cause the system
to perform a method. The method includes receiving, by a
device, a first input for authenticating a user and determining
the first input fails to authenticate the user. The method further
includes identifying one or more errors in the input that match
a tremor pattern for the user and correcting the one or more
errors to generate a corrected input. The method further
includes authenticating the user using the corrected input.
[0006] The above summary is not intended to describe each
illustrated embodiment or every implementation of the
present disclosure.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0007] The drawings included in the present application are
incorporated into, and form part of, the specification. They
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illustrate embodiments of the present disclosure and, along
with the description, serve to explain the principles of the
disclosure. The drawings are only illustrative of certain
embodiments and do not limit the disclosure.

[0008] FIG. 1 depicts a flow diagram of an example method
for authenticating a user in the presence of tremors.

[0009] FIG. 2 depicts a block diagram of an example com-
puting device for authenticating a user in the presence of
tremors.

[0010] FIG. 3 depicts an example user interface for authen-
ticating a user.
[0011] FIG. 4 depicts an example of a user interface with

arrows indicating direction and amplitude of tremors.
[0012] FIG. 5 depicts an example of a confusion matrix
with percentages depicting the probability of a user striking a
neighboring key while targeting highlighted key.

[0013] FIG. 6 depicts a high-level diagram of an example
method for examining a user error caused by tremors.
[0014] FIG. 7 depicts a flowchart of an example method for
modifying a tremor pattern.

[0015] FIG. 8 depicts a flow diagram of an example method
for generating a generic tremor pattern.

[0016] FIG. 9 depicts a high-level block diagram of an
example system for implementing one or more embodiments
of the invention.

[0017] While the invention is amenable to various modifi-
cations and alternative forms, specifics thereof have been
shown by way of example in the drawings and will be
described in detail. It should be understood, however, that the
intention is not to limit the invention to the particular embodi-
ments described. On the contrary, the intention is to cover all
modifications, equivalents, and alternatives falling within the
spirit and scope of the invention.

DETAILED DESCRIPTION

[0018] Aspects of the present disclosure relate to the
authentication of users with tremors on a computing device.
While the present disclosure is not necessarily limited to such
applications, various aspects of the disclosure may be appre-
ciated through a discussion of various examples using this
context.

[0019] As current generations are getting older and the
older persons are using technology more and more, the num-
ber of users experiencing problems caused by tremors when
using technology will increase. This means that the user expe-
rience that they feel now will start to degrade. Simple tasks
like pushing a button, dragging items across the screen,
pinching and stretching gestures, or rotating become harder to
accomplish or the result of such actions is not the intended
one because of the tremor’s influence on the hand while trying
to accomplish the task.

[0020] With more and more mobile devices used for sensi-
tive transactions, applications now require more authentica-
tions more frequently. Corporate use of mobile devices is
frequently dictating the use of long, complex passwords,
derived from desktop password policies. Because of security
threats and changing devices, passwords have to be changed
periodically. Some applications lock users out after several
failed attempts, for security reasons, and users with a tremor
can easily be locked out of their accounts by this feature.
Software and devices that correct tremor related errors for
improved authentication could offer assistive technologies
for touch screen devices of all types, including smart phones,
tablets, computers, video games, e-books, self-checkout
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counters and other retail devices, hand-held gaming consoles,
ATMs, airport check-ins, automotive, home automation, and
more.

[0021] Tremors can be classified on clinical and etiologic
bases. Signs and symptoms depend on tremor type and cause.
They vary by intensity and frequency. Existing work on cor-
recting user input for tremors, whether for authentication or
other reasons, is either tuned to one particular type of tremor
or only provides a generic solution. Common types of tremor
include physiologic, enhanced physiologic, essential, Parkin-
son’s, Cerebellar, Drug-induced, systemic disease, psy-
chogenic, and orthostatic.

[0022] Physiologic tremor is a very-low-amplitude fine
tremor (6 Hz to 12 Hz) that is barely visible to the naked eye.
It is present in every normal person while maintaining a
posture or movement. Neurologic examination results of
patients with physiologic tremor are usually normal.

[0023] Enhanced physiologic tremor is a high-frequency,
low-amplitude, visible tremor that occurs primarily when a
specific posture is maintained. Drugs and toxins induce this
form of tremor. The suspected mechanism is mechanical acti-
vation at the muscular level. Signs and symptoms of drug
toxicity or other side effects might or might not be present.
Tremor symptoms can improve after the causative agents are
discontinued.

[0024] Essential tremor is the most common form of all
movement disorders. Classic essential tremor is predomi-
nantly a postural- or action-type tremor, and usually the
patient has a positive family history of tremor. Drinking alco-
hol often temporarily reduces the tremor. Other associated
symptoms can include mild gait difficulty and, as a group,
patients with essential tremor have increased hearing disabil-
ity compared with controls or patients with Parkinson’s dis-
ease. The degree of hearing impairment seems to correlate
with the tremor severity. Essential tremor is characterized by
a latency of 1-2 seconds. The latency is the time interval
starting with the outstretched posture and ending with tremor
onset.

[0025] Parkinson’s tremor is a low-frequency rest tremor
typically defined as a pill-rolling tremor. Some patients also
have postural and action tremors. Parkinson’s tremor usually
occurs in association with other symptoms, such as micro-
graphia, slowness (bradykinesia), and rigidity. Usually, there
is no family history of Parkinson’s tremor, and alcohol con-
sumption does not decrease movement. Parkinson’s tremor is
characterized by a latency of 8-9 seconds. Parkinson’s has
four key characteristics: A distinct 4 to 6 Hz tremor at rest,
cogwheel rigidity or increased tone, hypokinesia, and abnor-
mal gait or posture. The tremor at rest can sometimes be the
first indicator of Parkinson’s disease. Researchers were able
to show frequencies in the range of 5 to 10 Hz are character-
istics of a patient with Parkinson’s disease.

[0026] Cerebellar tremor is a low-frequency (<4 Hz) inten-
tion tremor that usually occurs unilaterally. Common causes
are multiple sclerosis, stroke, and cerebellar injury. Signs and
symptoms of cerebellar dysfunction may be present, includ-
ing ataxia, dysmetria, dysdiadochokinesia, and dysarthria.

[0027] Holmes’ tremor or rubral tremor designates a com-
bination of rest, postural, and action tremors due to midbrain
lesions in the vicinity of the red nucleus. This type of tremor
is irregular and low frequency (4.5 Hz). Signs of ataxia and
weakness may be present. Common causes include cere-
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brovascular accident and multiple sclerosis, with a possible
delay of 2 weeks to 2 years in tremor onset and occurrence of
lesions.

[0028] Drug-induced tremors include enhanced physi-
ologic tremor, rest tremor, and action tremor. Signs and symp-
toms of drug-induced tremors depend on the drug used and on
apatient’s predisposition to its side effects. Some drugs cause
extrapyramidal side effects manifesting as bradykinesia,
rigidity, and tremor.

[0029] Tremor due to systemic disease usually occurs when
the patient is moving or assumes a specific position. Associ-
ated symptoms include asterixis, mental status changes, and
other signs of systemic illness. Diseases such as thyrotoxico-
sis and hepatic failure as well as delirium tremens and drug
withdrawal are among the common causes.

[0030] Psychogenic tremor can involve any part of the
body, but it most commonly affects the extremities. Usually,
tremor onset is sudden and begins with an unusual combina-
tion of postural, action, and resting tremors. Psychogenic
tremor decreases with distraction and is associated with mul-
tiple other psychosomatic complaints.

[0031] Orthostatic tremor is considered to be a variant of
essential tremor. This type of tremor occurs in the legs imme-
diately on standing and is relieved by sitting down. Orthos-
tatic tremor is usually high frequency (14 Hz to 18 Hz), and no
other clinical signs or symptoms are present.

[0032] Embodiments of the present disclosure may provide
for authenticating users on a computing device using a tremor
pattern. The computing device may be any digital device
which receives input from a user including a personal com-
puter, laptop computer, tablet, smart phone, digital thermo-
stat, or TV remote control. The input may be received through
akeyboard, touchscreen, pointing device, eye tracking, or any
other method. A device profile may be accessed which main-
tains characteristics and context of the device that are relevant
to tremors. A tremor profile may be accessed which maintains
the characteristics of a tremor. The device profile and tremor
profile may be used to generate a tremor pattern. The tremor
pattern is used to identify and correct mistakes when a user
attempts authentication and fails due to a tremor.

[0033] The device profile may consist of a set of targets that
are used by one or two hands in a particular 3-D configuration.
Targets are locations that may be selected by a user providing
an input into the device in order to authenticate. Targets may
be physical, such as the keys on a keyboard, or targets may
also be elements of a user interface, such as active areas on a
touchscreen that are associated with providing an input to the
device. For example, targets may be the keys of an on-screen
keyboard on a smartphone. Targets may also require a par-
ticular behavior. For example, a key on a keyboard may need
to be pressed by pressing both the Shift key and the key itself.
[0034] A device profile may contain information on the
location of each target, size of each target, distance between
targets, and required behavior such as pressing two targets at
once. The device profile may further include information on
the pressure needed to activate a target. [t may also include the
time needed to press the target. The device profile may change
during the use of the device. For example, the specific con-
figuration of targets may change by programmatic or user
control.

[0035] The tremor profile maintains characteristics of a
tremor. The tremor profile may be a generic tremor profile or
may be user-specific. Tremor profiles may include amplitude,
frequency, affected parts (such as one hand or both), and 3-D
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orientation. For example, amplitude may indicate the dis-
tance a hand may move up and down during a tremor, fre-
quency may capture the slow-down or speed-up in fine
motion of a hand as a result of medication or degree of
exhaustion throughout a day, and the 3-D orientation may
indicate the directions of movement of affected parts caused
by tremors. Different affected parts may have different ampli-
tudes, frequencies and orientations. Frequency may be due to
shaking of affected parts due to tremors measured in move-
ment cycles per unit time. Generic tremor profiles may be
stored based on specific types of tremors. User-specific
tremor profiles may be generated from medical diagnoses,
input by a user, or detected by the device. For example, a
tremor profile for a user with a physiologic tremor may be
initialized to a frequency of 6 Hz. A device may generate a
tremor profile using sensors on the device such as an accel-
erometer or gyroscope to detect tremors. For example, a user
may hold the device for a period of time as the device gathers
information from its sensors.

[0036] Sensors not on the device may also be used to pro-
vide data to the system to initialize the tremor profile. For
example, a medical device may measure the amplitude and
frequency of the tremor and transmit this information over a
data network to the device performing the authentication.
Data transmitted from an alcohol detection device may be
used to reduce the amplitude and frequency of the tremor
profile. Data from sensors on the device and these external
sensors may be combined when generating the tremor profile.

[0037] The device profile and tremor profile are used to
create a tremor pattern that indicates possible errors on the
device due to the tremor. The tremor pattern may include a
confusion matrix for each target on the device. For example,
there may be a confusion matrix for each key on a keyboard.
The confusion matrix for a given key may indicate possible
errors and probabilities associated with the errors for the key
given the tremor profile. For example, given a device profile
with four possible targets that are the letter keys D, F, G, and
H, there are 4 confusion matrices, one for each letter key.
Each confusion matrix may have one or two possible errors if
the only errors are to substitute an adjacent key: D could be
typed instead of F, F could be typed as D or G, G could be
typedas F or H, and H could be typed as G. The device profile
would also specify that the points where people tend to type in
the keys are 2 cm apart. A tremor profile may specify a tremor
with amplitude of 2 cm then there is an increased probability
of pressing neighboring keys, but this error probability is
repeated in multiple confusion matrices. For example, there
may be a higher probability for G in the letter F confusion
matrix but also a higher probability for H in the letter G
matrix. Errors may include omissions, insertions, or substi-
tutions. Omissions may occur when a tremor causes a user to
miss a target without hitting a different target. The confusion
matrix for each target may include a missed target error that
may include a probability of an omission given the target.
Insertions may occur when the tremor causes a bounce error
(i.e. hitting the same target twice), or an unintended hit on a
different target. Substitutions may occur when a tremor
causes a user to miss a target and hit a different target. If a
device profile changes a tremor pattern may be updated. For
example, possible errors and probabilities associated with
errors for akey may be modified if the key is difficult to press
given device profile. If targets are generated programmati-
cally then a confusion matrix may be updated because of
changed location, size, and spacing of the targets in a device
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profile. A gyroscope in the device can be used to measure the
direction and amount of rotation along all three axes. The
tremor pattern may be different in different orientations of the
device. For example, there may be different error probabili-
ties if the device is at an angle versus flat.

[0038] The confusion matrices may be generated by taking
into account: the expected distance of errors from targets
based on the amplitude and orientation of the tremor; the
expected direction of errors based on the orientation of the
tremor; the expected probability and timing of bounce errors
(hitting a target twice) based on the frequency, amplitude, and
orientation of the tremor; and the expected errors for a given
affected part, such as the hand typically used for a given target
on the device or the hand determined, for example, by finger-
print identification.

[0039] A user may attempt authentication by providing an
input using targets on the device. Ifthe authentication attempt
fails, the tremor pattern and correct password are used to
determine if the errors in the authentication can be explained
by a tremor. For errors that can be explained by a tremor, those
errors in the input may be corrected and authentication may
be done with the corrected input.

[0040] For example, a user may attempt to enter the pass-
word “DOLL” to authenticate the user. The user may, due to
atremor, type an “S” instead of the “D” and bounce on an “L.”
to enter an extra “L.” Thus, the user may enter “SOLLL.” If
the entry is explained by the tremors, the user may be authen-
ticated even though the password is wrong. The errors in the
password are explained by the tremors if the probability of
making the combination of errors given the tremors is signifi-
cantly higher than a base probability. The base probability
may be the probability of making the combination of errors in
the general population of users of the device. For example,
there is a small probability of anyone typing an “S” instead of
“D” because they slip or are not looking and so on. However,
there is a much higher probability of making this particular
error if the person has tremors. Similarly, the probability of
making a bounce error on the “L” and thus typing it twice in
error is significantly higher given the tremors than the prob-
ability of making this error in the general population of users
of the device. Furthermore, the timing of the ‘I’ characters
can also be examined for typical or atypical patterns. When a
user without a tremor types ‘LL’, the second key press is
typically normally spaced in time, and the key presses are
both of normal duration. The ‘LI that appears due to tremor
typically has an unusually short gap between the keys and/or
one of the keys is pressed down for an unusually short dura-
tion. The time between the onsets of the two key presses can
be compared to the tremor frequency, providing further evi-
dence that the extra key press was caused by tremor. Since the
probabilities can be combined, the probability of the combi-
nation of errors is much greater than the probability of the
combination of errors in the general population of users and
thus the errors are explained by the tremors. In some cases, a
longer password may be required to provide equivalent secu-
rity. Even though this results in multiple accepted passwords,
it may be unlikely that someone would make these precise
errors without the tremor.

[0041] Authentication attempts may be monitored over
time to modify the tremor pattern. For example, if a specific
error is occurring more often than would be indicated by the
tremor pattern, the tremor pattern may be updated to include
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the new probability. This may be useful if the original tremor
pattern is based on a generic tremor or if the user’s tremor has
changed over time.

[0042] In some embodiments, the user’s attempts to type
known words (or select other targets) may be recorded and the
errors used to modify the tremor pattern. For example, the
user may be asked to type a known name, phone number, etc.
and the resulting errors used to update a confusion matrix. A
spelling correction system may suggest a spelling but require
the user to type in the suggested spelling, thus collecting data
on known words.

[0043] In some embodiments, the error may be associated
with a sequence of keys instead of a single key. For example,
attempting to press the ESC key and then the V key may cause
keys in between such as Q, W, S, D or F to be pressed. In this
case, a confusion matrix is anchored on the V key but the
errors are associated with the ESC and V sequence rather than
just V. Both the confusion matrix for the sequence and the
confusion matrix for the individual target can be active and
used to explain user inputs.

[0044] Insome embodiments, the user may repeatedly per-
form authentication behaviors such as typing passwords. In
some embodiments, there are 6-8 neighboring keys for a
given key and, if the user mistypes a key, a count is incre-
mented associated with the neighboring key in the given
confusion matrix. For example, if K is expected and J is typed,
then J would be incremented in the K confusion matrix. Key
centroid and Euclidian distance may be used to determine the
shape of the confusion matrices. For example, on some key-
boards the ] key may be 2 centimeters from the K key whereas
on other keyboards the H key may be 2 cm from the K key and
1 cm from the J key. A tremor of a given amplitude may
therefore cause the J key to be pressed in error on one key-
board and the H key on another. If a radius from the center of
observed tap locations on a key or target (the centroid) defines
a circle then the shape of the confusion matrix may be deter-
mined by the keys or target centroids within the circle. A
device may have separate confusion matrices for portrait and
landscape orientation, and for different keyboards. The
amount of information needed to identify errors due to trem-
ors may vary based on how pronounced the tremor is. For
example, it may take more input to identify an error if the user
has a slight tremor. Therefore the user may be required to
specify a longer password if they have a slight tremor but the
normal length password if they have a more pronounced
tremor. The differing lengths of required passwords may be
required to be within a security guideline.

[0045] Insome embodiments, when the device continually
monitors user input, mistyping errors can be tracked when a
character is deleted immediately following its entry or when
the character is modified by the self-correcting function in a
program. The count(correct character, mistyped character)
element of the count matrix is incremented by 1. The value of
the confusion matrix between character;, and character, is a
probability, computed as the count(Character;, Character;)
cell divided by the sum of all count(Character,, Character,),
0<k<N where N denotes the total number of characters sup-
ported by the keyboard or touchscreen. As such, both the
count and confusion matrices are sparse NxN matrices with a
significant number of zeroes, reflecting the fact that the
majority of misses occur in the immediate vicinity of a char-
acter. Moreover, the count and confusion matrices between
character; and character, capture the number and probability
of hitting the correct character;. Bounce errors for each char-
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acter are counted as the number of extra copies of the char-
acter observed, with the probability of a bounce error being
this count divided by the total number of intended taps on that
character.

[0046] Reducing the complexity of both count and confu-
sion matrices involves computing a centroid function for each
character. The centroid of a character is defined as the sum,
over all neighboring characters, of the product of count(Char-
acter;, Character;) and distance(Character,, Character,),
where the distance denotes the Euclidean distance between
the centers of the keys denoting character, and character;,
divided by the sum of all count(Character,, Character,),
0<k<N where N denotes the total number of characters sup-
ported by the keyboard or touchscreen. The resulting cen-
troid-based confusion and count matrices are single dimen-
sional matrices with N elements, each corresponding to a
supported character.

[0047] During authentication, the probability matrix or the
centroid matrix may be used to find, in case of error, the
probability of the observed character being typed by the user
with tremors. This is accomplished by identifying the
intended character and identifying the probability or centroid
value for the character the user actually typed. If the prob-
ability is greater than a threshold value, the intended character
is substituted for the mistyped one.

[0048] Correcting errors to inputs for authentication
reduces security of the authentication. However, the level of
security may still be adequate based on the length of the input
and the number of corrections made. In some embodiments, a
secondary form of authentication may be required if security
is reduced beyond a certain threshold given the number of
corrections made to the input. The secondary form of authen-
tication may be any form of authentication such as voice
authentication, facial or gesture recognition, or a second pass-
word input authentication.

[0049] A generic tremor pattern may indicate a low prob-
ability that the user will make any bounce errors or a disease-
specific tremor pattern may indicate bounce errors with low
probability, or other non-user-specific tremor patterns may
indicate a low probability for this type of error. However, the
user may repeatedly make bounce errors. In this case, the
tremor pattern would not explain the error and the user with
the tremor would not be authenticated. To address this prob-
lem, a training phase may be added. This training phase can
be offered when the user initially receives the device or has
their authentication configured. In the training phrase, the
user attempts to type a sequence of targets and their errors are
recorded. In one embodiment the user initially received their
device, is configuring their authentication or registering, or
has passed an authentication. The authenticated user is
requested to press a sequence of known targets. Errors in
pressing the known targets can then be used to update the
tremor pattern. For example, even though the user may not be
authenticated in the presence of bounce errors because the
non-user-specific tremor pattern does not specify bounce
errors, if an authenticated user is presented with a word to
type and mistyped it consistently with bounce errors in a
much higher probability than would be expected by the
tremor profile, then the tremor pattern may be updated.
[0050] Many machine learning methods can be used to
improve the confusion matrix probabilities given the user-
specific error data.

[0051] Base error rates are important in determining the
likelihood of errors. Given 100 attempts at typing a “D”, we
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may find 95 times the user typed “D”, 3 times the user typed
“F”, 2 times “G”, and never “S”. This pattern may fit their
tremor pattern since the tremor does not generate bounce
errors and has a certain amplitude that makes both “F” and G"
likely errors. However, these probabilities are above the base
error rates. For example, in 100 attempts, even users without
atremor may type “F” once in 100 tries. The tremor pattern is
more likely if the pattern of errors is unlikely given the base
error rate.

[0052] Insome embodiments, the device may monitor sen-
sors while the device is in use to detect changes in tremor
patterns as a security mechanism. For example, if the device
detects a sudden, significant change in tremor patterns, the
device may require an additional authentication of the user to
make sure an unauthorized user did not start using the device.
[0053] In some embodiments, the user may be authenti-
cated by speech, inputting a password using a speech recog-
nition system to transcribe speech to text or other means,
speaking each letter or other vocalization. The user’s voice
may produce an error due to the tremor. Modifications of
techniques herein could be used to correct the user’s authen-
tication attempt.

[0054] In some embodiments, the user’s tremor character-
istics may be estimated from video tracking. In other embodi-
ments, the user’s voice may be monitored for tremor charac-
teristics.

[0055] Insome embodiments, the device administrator in a
business entity may implement security policies that restrict
the applicability of the confusion matrix to a subset of the full
set of input characters by mandating the use of specific char-
acters in passwords and disabling any corrections of such
characters based on intelligence gathered by the confusion
matrix. Device management policies may also govern the
format (e.g., encrypted or non-encrypted) and the location
(e.g., device or server or virtual machine) for storing confu-
sion matrices. Such policies will be tailored to the role of a
user (privileged or non-privileged) in their enterprise and to
whether a device is part of a pool of shared resources or is
permanently allocated to the user. Furthermore, user profiles,
confusion matrices, and security and management policies
may be portable to a multitude of devices that share a standard
layout for their input interface (keyboard, keypad, touch
screen, . . . ).

[0056] Referring to FIG. 1, a flow diagram of an example
method 100 for authenticating a user in the presence of trem-
ors is depicted. At block 110, input is received, ata computing
device, from a user for authentication. For example, the user
may type a password into the computing device to log in to the
computing device. At block 120, the computing device
attempts authentication of the user using the received input.
For example, the computing determines if a password entered
by a user matches the stored password for authenticating the
user. The password may be stored locally on the device, in a
database accessible over a network, or elsewhere. At block
130, it is determined if the authentication was successful. If
the authentication is successful, method 100 proceeds to
block 180 and provides access to the user. If the authentica-
tion is not successful, method 100 may proceed to block 140
and determine if the errors in the input match a tremor pattern
associated with the user. Ifthe errors in the input do not match
the tremor pattern, method 100 proceeds to block 190 and
denies access to the user. If the errors in the input match the
tremor pattern, method 100 proceeds to block 150 and cor-
rects the errors in the input. At block 160, it is determined
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whether the correction of the errors has made the authentica-
tion security too weak. This may include determining if the
security level has fallen beneath a threshold level. If the
authentication is not too weak, method 100 proceeds to block
180 and provides access to the user. Ifthe authentication is too
weak, method 100 proceeds to block 170 and performs a
secondary authentication. At block 175, it is determined
whether the secondary authentication was successful. If the
secondary authentication is successful, method 100 proceeds
to block 180 and provides access. If the secondary authenti-
cation is not successful, method 100 proceeds to block 190
and denies access to the user.

[0057] Referring to FIG. 2, a block diagram of an example
computing device 200 for authenticating a user in the pres-
ence of tremors is depicted. Device 200 includes user input
module 205, authentication module 210, error matching mod-
ule 220, input correction module 225, tremor pattern genera-
tion module 230, tremor pattern modification module 235,
sensors 240, and data structures 245. Sensors 240 includes a
gyroscope 241 and an accelerometer 242. Data structures 245
include device profile 250, tremor profile 255, and tremor
pattern 360. User input module 205 may be configured to
receive input from a user for authenticating the user. Authen-
tication module 210 may be configured to perform authenti-
cation using the input received by input module 205. Error
matching module 220 may be configured to determine if
errors in the input match tremor pattern 260. Input correction
module 225 may be configured to correct the input if the
errors match tremor pattern 260. Authentication module 210
may be further configured to perform authentication on the
corrected input. Authentication module 210 may be further
configured to perform a secondary authentication if the cor-
rections to the input result in security below a specified
threshold. Tremor pattern generation module may use device
profile 250 and tremor profile 255 to generate tremor pattern
260. Tremor pattern modification module 235 may be con-
figured to monitor input errors over time and modify tremor
pattern 260 based on the errors over time. A security profile
252 may be part of device profile 250. Security profile 252 can
specify ways of locking the capability of correcting errors by
input correction module 225. For example, the security pro-
file can specify that correction not be done on non-alphanu-
meric keys, on short passwords, and other cases to maintain a
certain level of security. Tremor pattern 260 may include one
or more confusion matrices 262 as depicted in FIG. 5.

[0058] Referring to FIG. 3, an example user interface 300
for authenticating a user is depicted. User interface 300 may
be displayed on a touchscreen device such as a smartphone or
tablet. A device profile for a device with user interface 300
may indicate the positions and sizes of the targets for each
letter in the user interface. User interface 300 may change
based on the orientation of the device and a device profile may
contain different information based on the orientation of the
device. A tremor pattern may be created based on the device
profile and a tremor profile may take into account the distance
between keys and the amplitude, frequency, and orientation
of'tremors in identifying potential errors due to the tremors. A
confusion matrix may be created for each key in user interface
300. For example, a confusion matrix for the letter “P” may
indicate likelihood of a user with a tremor hitting the neigh-
boring keys “O” and “L” while attempting to select “P.” The
confusion matrix may further indicate the likelihood of miss-
ing a target altogether such as, for example, missing to the
right of the “P” target. In some embodiments, the tremor



US 2016/0171804 Al

amplitude and orientation may provide for errors that are
more than one target away from the intended target. For
example, selecting “I” may be a potential error for a user
attempting to select “P.”

[0059] Referring to FIG. 4, an example of a user interface
400 with arrows indicating direction and amplitude of trem-
ors is depicted. FIG. 4 is not drawn to scale. User interface
400 is a basic example that includes target A 410 and target B
420. Target A 410 and Target B 420 represent targets whose
centers are 5 mm apart as depicted in FIG. 4. Arrowed line 430
indicates the range of locations where a user may touch when
attempting to select target A 410 with the user having a tremor
having a vertical amplitude of 10 mm. Arrowed line 440
indicates the range of locations where a user may touch when
attempting to select target B 440 with the user having a tremor
having a vertical amplitude of 10 mm. For this example, it is
assumed that the horizontal amplitude of the tremor is negli-
gible. As depicted, a user may select target A 410 when
attempting to select target B 420 or vice versa. Further, the
user may select an area outside of either target A 410 or B 420.
A confusion matrix could be created for each target using this
information along with the frequency of the tremors (see FIG.
5).

[0060] Referring to FIG. 5, an example confusion matrix
500 for a single key is shown. The target character from the
password is indicated by the on-screen target 510 correspond-
ing to that character. The surrounding boxes indicate nearby
targets (in this case, other characters). Percentages in the
surrounding boxes indicate the probability that this target will
be hit when the user attempts to hit the correct target 510. In
this example, there is a 5% chance that the user will hit the
target 520 immediately to the right of the intended target. The
percentage in box 530 includes the probability that a bounce
error (an unwanted extra tap) will be present. In this example,
a deliberate tap on this target will be followed by an unwanted
extra tap in 7% of instances.

[0061] When an entered password is matched against the
correct password, a set of omission, insertion, and substitu-
tion errors is identified. Referring to FIG. 6, the flowchart
depicts an example method 600 for examining each of the
individual errors to determine if the errors match a tremor
pattern. Method 600 starts at block 605. At block 607, an
initial probability value is set to 1. At block 610, the procedure
looks for the presence of additional copies of the entered
character. If these are present, the confusion matrix is used to
establish the probability of this bounce error occurring at
block 615. In some embodiments, the duration of key presses
and time between the key presses is also used to further refine
the probability that this instance is a bounce error. Next, at
block 620, the presence of other types of insertion or substi-
tutions is tested. If an unintended character is present, the
confusion matrix is used to establish the probability of that
specific character being entered in place of the correct char-
acter at block 625. Next, at block 630, the bounce error and
insertion/substitution errors are combined to get the probabil-
ity of the correct character being intended, given the observed
characters. If this probability is greater than a threshold, the
error is corrected at block 640. If the probability is not greater
than the threshold, the error is retained, and the password will
not be accepted at block 650. Each time a correction is made
at block 640, it is determined whether there is another error at
block 645. If there is another error, method 600 returns to
block 610. If there are no more errors, it is determined that the
errors match the tremor pattern at block 655.
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[0062] Referring to FIG. 7, a flowchart of an example
method 700 for modifying a tremor pattern is depicted. At
block 710, a user is authenticated. This authentication may
occur using any method. At block 720, the user’s specific
tremor pattern is retrieved. At block 730, an expected input is
determined. For example, it may be determined that the user
is expected to input “bambi”. At block 740, user attempts at
the input are received. For example, the user may input
“bamvi”, “bambbi”, “bamvi”, and “bambi”. At block 750, the
errors are found, classified, and counted. In the previous
example there were 2 substitutions of “v” for “b” and a
bounce on “b”. At block 760, the probabilities in the user-
specific tremor pattern are modified based on the received
errors.

[0063] Referring to FIG. 8, a flow diagram of an example
method 800 for generating a generic tremor pattern is
depicted. As used here, generic tremor pattern refers to a
tremor pattern which is specific to a type of tremor, but
independent of the actual errors of a specific user. At block
810, a device, such as the device depicted in FIG. 2, records
tremor manifestations as a user holds the device. The device
may record the tremor manifestations using sensors such as
an accelerometer and/or a gyroscope. At block 820, the type
of tremor and tremor characteristics are determined based on
the recorded tremor manifestations. At block 830, the type of
tremor and tremor characteristics are stored in a tremor pro-
file. At block 840, a device profile for the device is retrieved.
At block 850, a tremor pattern is generated using the tremor
profile and the device profile. This may include generating a
confusion matrix for each target in the device profile which
includes probabilities for bounces, insertions, and substitu-
tions.

[0064] Referringto FIG. 9, a high-level block diagram ofan
example system for implementing one or more embodiments
of the invention is depicted. The mechanisms and apparatus
of embodiments of the present invention apply equally to any
appropriate computing system. The major components of the
computer system 001 comprise one or more CPUs 002, a
memory subsystem 004, a terminal interface 012, a storage
interface 014, an /O (Input/Output) device interface 016, and
a network interface 018, all of which are communicatively
coupled, directly or indirectly, for inter-component commu-
nication via a memory bus 003, an I/0 bus 008, and an [/O bus
interface unit 010.

[0065] The computer system 001 may contain one or more
general-purpose programmable central processing units
(CPUs) 002A, 002B, 002C, and 002D, herein generically
referred to as the CPU 002. In an embodiment, the computer
system 001 may contain multiple processors typical of a
relatively large system; however, in another embodiment the
computer system 001 may alternatively be a single CPU
system. Each CPU 002 executes instructions stored in the
memory subsystem 004 and may comprise one or more levels
of on-board cache.

[0066] Inanembodiment, the memory subsystem 004 may
comprise a random-access semiconductor memory, storage
device, or storage medium (either volatile or non-volatile) for
storing data and programs. In another embodiment, the
memory subsystem 004 may represent the entire virtual
memory of the computer system 001, and may also include
the virtual memory of other computer systems coupled to the
computer system 001 or connected via a network. The
memory subsystem 004 may be conceptually a single mono-
lithic entity, but in other embodiments the memory subsystem
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004 may be a more complex arrangement, such as a hierarchy
of caches and other memory devices. For example, memory
may exist in multiple levels of caches, and these caches may
be further divided by function, so that one cache holds
instructions while another holds non-instruction data, which
is used by the processor or processors. Memory may be
further distributed and associated with different CPUs or sets
of CPUs, as is known in any of various so-called non-uniform
memory access (NUMA) computer architectures.

[0067] The main memory or memory subsystem 004 may
contain elements for control and flow of memory used by the
CPU 002. This may include all or a portion of the following:
amemory controller 005, one or more memory buffer 006 and
one or more memory devices 007. In the illustrated embodi-
ment, the memory devices 007 may be dual in-line memory
modules (DIMMs), which are a series of dynamic random-
access memory (DRAM) chips mounted on a printed circuit
board and designed for use in personal computers, worksta-
tions, and servers. In various embodiments, these elements
may be connected with buses for communication of data and
instructions. In other embodiments, these elements may be
combined into single chips that perform multiple duties or
integrated into various types of memory modules. The illus-
trated elements are shown as being contained within the
memory subsystem 004 in the computer system 001. In other
embodiments the components may be arranged differently
and have a variety of configurations. For example, the
memory controller 005 may be on the CPU 002 side of the
memory bus 003. In other embodiments, some or all of them
may be on different computer systems and may be accessed
remotely, e.g., via a network.

[0068] Although the memory bus 003 is shown in FIG. 9 as
a single bus structure providing a direct communication path
among the CPUs 002, the memory subsystem 004, and the [/O
bus interface 010, the memory bus 003 may in fact comprise
multiple different buses or communication paths, which may
be arranged in any of various forms, such as point-to-point
links in hierarchical, star or web configurations, multiple
hierarchical buses, parallel and redundant paths, or any other
appropriate type of configuration. Furthermore, while the [/O
bus interface 010 and the /O bus 008 are shown as single
respective units, the computer system 001 may, in fact, con-
tain multiple I/O bus interface units 010, multiple I/O buses
008, or both. While multiple I/O interface units are shown,
which separate the I/O bus 008 from various communications
paths running to the various I/O devices, in other embodi-
ments some or all of the /O devices are connected directly to
one or more system I/O buses.

[0069] In various embodiments, the computer system 001
is a multi-user mainframe computer system, a single-user
system, or a server computer or similar device that has little or
no direct user interface, but receives requests from other
computer systems (clients). In other embodiments, the com-
puter system 001 is implemented as a desktop computer,
portable computer, laptop or notebook computer, tablet com-
puter, pocket computer, telephone, smart phone, network
switches or routers, or any other appropriate type of elec-
tronic device.

[0070] FIG.9is intended to depict the representative major
components of an exemplary computer system 001. But indi-
vidual components may have greater complexity than repre-
sented in FIG. 9, components other than or in addition to those
shown in FIG. 9 may be present, and the number, type, and
configuration of such components may vary. Several particu-
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lar examples of such complexities or additional variations are
disclosed herein. The particular examples disclosed are for
example only and are not necessarily the only such variations.

[0071] The memory buffer 006, in this embodiment, may
be intelligent memory buffer, each of which includes an
exemplary type of logic module. Such logic modules may
include hardware, firmware, or both for a variety of opera-
tions and tasks, examples of which include: data buffering,
data splitting, and data routing. The logic module for memory
buffer 006 may control the DIMMs 007, the data flow
between the DIMM 007 and memory buffer 006, and data
flow with outside elements, such as the memory controller
005. Outside elements, such as the memory controller 005
may have their own logic modules that the logic module of
memory buffer 006 interacts with. The logic modules may be
used for failure detection and correcting techniques for fail-
ures that may occur in the DIMMs 007. Examples of such
techniques include: Error Correcting Code (ECC), Built-In-
Self-Test (BIST), extended exercisers, and scrub functions.
The firmware or hardware may add additional sections of data
for failure determination as the data is passed through the
system. Logic modules throughout the system, including but
not limited to the memory buffer 006, memory controller 005,
CPU 002, and even the DRAM may use these techniques in
the same or different forms. These logic modules may com-
municate failures and changes to memory usage to a hyper-
visor or operating system. The hypervisor or the operating
system may be a system that is used to map memory in the
system 001 and tracks the location of data in memory systems
used by the CPU 002. In embodiments that combine or rear-
range elements, aspects of the firmware, hardware, or logic
modules capabilities may be combined or redistributed.
These variations would be apparent to one skilled in the art.

[0072] The present invention may be a system, a method,
and/or a computer program product. The computer program
product may include a computer readable storage medium (or
media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present invention.

[0073] The computer readable storage medium can be a
tangible device that can retain and store instructions for use
by an instruction execution device. The computer readable
storage medium may be, for example, but is not limited to, an
electronic storage device, a magnetic storage device, an opti-
cal storage device, an electromagnetic storage device, a semi-
conductor storage device, or any suitable combination of the
foregoing. A non-exhaustive list of more specific examples of
the computer readable storage medium includes the follow-
ing: a portable computer diskette, a hard disk, a random
access memory (RAM), aread-only memory (ROM), an eras-
able programmable read-only memory (EPROM or Flash
memory), a static random access memory (SRAM), a por-
table compact disc read-only memory (CD-ROM), a digital
versatile disk (DVD), a memory stick, a floppy disk, a
mechanically encoded device such as punch-cards or raised
structures in a groove having instructions recorded thereon,
and any suitable combination of the foregoing. A computer
readable storage medium, as used herein, is not to be con-
strued as being transitory signals per se, such as radio waves
or other freely propagating electromagnetic waves, electro-
magnetic waves propagating through a waveguide or other
transmission media (e.g., light pulses passing through a fiber-
optic cable), or electrical signals transmitted through a wire.
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[0074] Computer readable program instructions described
herein can be downloaded to respective computing/process-
ing devices from a computer readable storage medium or to
an external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface in each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage in a computer readable storage
medium within the respective computing/processing device.

[0075] Computer readable program instructions for carry-
ing out operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or either
source code or object code written in any combination of one
or more programming languages, including an object ori-
ented programming language such as Smalltalk, C++ or the
like, and conventional procedural programming languages,
such as the “C” programming language or similar program-
ming languages. The computer readable program instructions
may execute entirely on the user’s computer, partly on the
user’s computer, as a stand-alone software package, partly on
the user’s computer and partly on a remote computer or
entirely on the remote computer or server. In the latter sce-
nario, the remote computer may be connected to the user’s
computer through any type of network, including a local area
network (LAN) or a wide area network (WAN), or the con-
nection may be made to an external computer (for example,
through the Internet using an Internet Service Provider). In
some embodiments, electronic circuitry including, for
example, programmable logic circuitry, field-programmable
gate arrays (FPGA), or programmable logic arrays (PLA)
may execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, in order to
perform aspects of the present invention.

[0076] Aspects of the present invention are described
herein with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems), and computer pro-
gram products according to embodiments of the invention. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer readable program instructions.

[0077] These computer readable program instructions may
be provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the instruc-
tions, which execute via the processor of the computer or
other programmable data processing apparatus, create means
for implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks. These computer read-
able program instructions may also be stored in a computer
readable storage medium that can direct a computer, a pro-
grammable data processing apparatus, and/or other devices to
function in a particular manner, such that the computer read-
able storage medium having instructions stored therein com-
prises an article of manufacture including instructions which
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implement aspects of the function/act specified in the flow-
chart and/or block diagram block or blocks.

[0078] The computer readable program instructions may
also be loaded onto a computer, other programmable data
processing apparatus, or other device to cause a series of
operational steps to be performed on the computer, other
programmable apparatus or other device to produce a com-
puter implemented process, such that the instructions which
execute on the computer, other programmable apparatus, or
other device implement the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0079] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods, and computer
program products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of instructions, which comprises one or more executable
instructions for implementing the specified logical function
(s). In some alternative implementations, the functions noted
in the block may occur out of the order noted in the figures.
For example, two blocks shown in succession may, in fact, be
executed substantially concurrently, or the blocks may some-
times be executed in the reverse order, depending upon the
functionality involved. It will also be noted that each block of
the block diagrams and/or flowchart illustration, and combi-
nations of blocks in the block diagrams and/or flowchart
illustration, can be implemented by special purpose hard-
ware-based systems that perform the specified functions or
acts or carry out combinations of special purpose hardware
and computer instructions.

[0080] The descriptions of the various embodiments of the
present disclosure have been presented for purposes of illus-
tration, but are not intended to be exhaustive or limited to the
embodiments disclosed. Many modifications and variations
will be apparent to those of ordinary skill in the art without
departing from the scope and spirit of the described embodi-
ments. The terminology used herein was chosen to explain the
principles of the embodiments, the practical application or
technical improvement over technologies found in the mar-
ketplace, or to enable others of ordinary skill in the art to
understand the embodiments disclosed herein.

What is claimed is:

1. A method for authenticating users, the method compris-
ing:

receiving, by adevice, a first input for authenticating a user;

determining the first input fails to authenticate the user;

identifying one or more errors in the input which match a

tremor pattern for the user;

correcting the one or more errors to generate a corrected

input; and

authenticating the user using the corrected input.

2. The method of claim 1, wherein the tremor pattern is
generated using a tremor profile and a device profile, the
tremor profile comprising an amplitude of a tremor, the
device profile indicating locations of targets that receive input
for the device.

3. The method of claim 2, further comprising:
generating a tremor profile for the user by monitoring
sensors in the device during use ofthe device by the user.
4. The method of claim 2, wherein the tremor profile fur-
ther comprises a frequency of the tremor.
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5. The method of claim 1, further comprising:

identifying a set of errors across a plurality of inputs;

determining an error probability based on the set of errors;

and

modifying the tremor pattern based on the error probabil-

ity.

6. The method of claim 1, wherein the first input is received
through a touchscreen.

7. The method of claim 1, further comprising:

determining that the correcting the one or more errors to

generate the corrected input results in security below a
threshold level; and

authenticating the user using a second form of authentica-

tion, wherein the authenticating the user using the cor-
rected input occurs in response to the authenticating the
user using the second form of authentication.

8. A computer program product for authenticating users,
the computer program product comprising a computer read-
able storage medium having program instructions embodied
therewith, the program instructions executable by a comput-
ing device to cause the device to perform a method compris-
ing:

receiving a first input for authenticating a user;

determining the first input fails to authenticate the user;

identifying one or more errors in the input which match a

tremor pattern for the user;

correcting the one or more errors to generate a corrected

input; and

authenticating the user using the corrected input.

9. The computer program product of claim 8, wherein the
tremor pattern is generated using a tremor profile and a device
profile, the tremor profile comprising an amplitude of a
tremor, the device profile indicating locations of targets that
receive input for the device.

10. The computer program product of claim 9, wherein the
method further comprises:

generating a tremor profile for the user by monitoring

sensors in the device during use ofthe device by the user.

11. The computer program product of claim 9, wherein the
tremor profile further comprises a frequency of the tremor.

12. The computer program product of claim 8, wherein the
method further comprises:

identifying a set of errors across a plurality of inputs;

determining an error probability based on the set of errors;

and

modifying the tremor pattern based on the error probabil-

ity.

13. The computer program product of claim 8, wherein the
first input is received through a touchscreen.

14. The computer program product of claim 8, wherein the
method further comprises:
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determining that the correcting the one or more errors to
generate the corrected input results in security below a
threshold level; and

authenticating the user using a second form of authentica-

tion.

15. A system for authenticating users, the system compris-
ing:

one or more processors, one or more computer-readable

memories, one or more computer-readable tangible stor-

age devices, and program instructions stored on at least

one of the one or more storage devices for execution by

at least one of the one or more processors via at least one

of the one or more memories, the program instructions

configured to cause the system to perform a method

comprising:

receiving a first input for authenticating a user;

determining the first input fails to authenticate the user;

identifying one or more errors in the input which match
a tremor pattern for the user;

correcting the one or more errors to generate a corrected
input; and

authenticating the user using the corrected input.

16. The system of claim 15, wherein the tremor pattern is
generated using a tremor profile and a device profile, the
tremor profile comprising an amplitude of a tremor, the
device profile indicating locations of targets that receive input
for the system.

17. The system of claim 16, further comprising:

one or more sensors, wherein the method further comprises

generating a tremor profile for the user by monitoring
the one or more sensors during use of the system by the
user.

18. The system of claim 16, wherein the tremor profile
further comprises a frequency of the tremor.

19. The system of claim 15, wherein the method further
comprises:

identifying a set of errors across a plurality of inputs;

determining an error probability based on the set of errors;

and

modifying the tremor pattern based on the error probabil-

ity.

20. The system of claim 15, wherein the method further
comprises:

determining that the correcting the one or more errors to

generate the corrected input results in security below a
threshold level; and

authenticating the user using a second form of authentica-

tion.



