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Predicate ‘ Type
201 tweeted(userlD, tweetlID) CWA
202 containsLink(tweet!D, link) CWA
203 mentions(tweetID, useriD) CWA
204 retweeted(userlD, tweetID) CWA
205 containsHashtag(tweetID, hashtag) CWA
206 verified(userID) CWA

Predicate Type
207 malicious(link) OWA
208 friend(userlD1,userlD2) OWA
209 trending(hashtag) OWA
210 attacker(userlD) OWA
211 isFollowedBy(userlD1,userlD2) OWA
212 isPossiblySensitive(tweetID) OWA

Predicate Type
213 friendsCount(user|D,count) CWA
214 followersCount(userID,count) CWA
215 statusesCount(useriD,count) CWA
216 retweetCount(tweetiD,count) CWA
217 favouritesCount(userID,count) CWA

FIGURE 2
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Predicate Type
301 tweetedT(userlD, tweetID, A) CWA
302 trendingT(hashtag, A) OWA
303 followersCountT(userID, count, A) CWA
304 friendsCountT(userID, count, A) CWA
305 favouritesCountT(useriD, count, A) CWA
306 statusesCountT(userID, count, A) CWA
307 owa

retweetCountT(tweetiD, count, A)

FIGURE 3
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401 fi | tweeted(userID1,tweetID) A mentions(tweetID,userlD2) = friend(userID1,userID2)

402 fz | retweeted(userID1,tweetID) A tweeted(userID2,tweetID) = friend(userID1,userID2)

403 fz | tweeted(userID,tweetID) A containsHashtag(tweetID,hashtag) A attacker(userID) =
trending(hashtag)

404 ft | isFollowedBy(userID1,userID2) A verified(userID2) = verified(userID1)

405 f5 | verified(userID) = lattacker(userID)

406 fo | verified(userID1) A friend(userID1,userID2) A isFollowedBy(userID 1,userID2)
= lattacker(userID2) .

407 f | tweeted(userID, tweetID) A containsLink(tweetID,link) A malicious(link) =
attacker(userID)

408 fs | attacker(userID1) A friend(userID1,userID2) A isFollowedBy(userID1,userID2) =
attacker(userID2)

409 fo lattacker(userID1) A tweeted(userID1, tweetID) A mentions(tweetID,userID2)
= lattacker(userID2)

410 | fio tweeted(userH)theetlD) A isPossiblySensitive(twéetID) = attacker(userID)

411 fiz | containsLink(tweetID,link) A (contains(link, ¢)) = !malicious(link)

412 fiz | containsLink(tweetID,link) A isPossiblySensitive(tweetID) = malicious(link)

413 fis | attacker{userID) A tweeted(userID,tweetID) A containsLink(tweetID,link) =

malicious(link)
414 fi+ | containsLink(tweetID link) A mqlicious(]ink) = isPossiblySensitive(tweetID)
415 fis | attacker(userID) A tweeted(userID,tweetID) = isPossiblySensitive(tweetID)

The existential quantifier 3 on each variable in a formula is implied. In the above formulas, ¢ is a
string such as “https://t.co/”, “https://instagram.com”, etc.

FIGURE 4
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501 | fis tverified(user) A followersCount(user, count1} A friendsCount(user, count2) A
(count1 != 0 AND count2/count]l > m) => attacker(user)

502 fi7 Iverified(user) A statusesCount(user, countl) A friendsCount(user, count2) A
(countl I= 0 AND count2/count] > m) => attacker(user)

503 | fis Iverified(user) A statusesCount(user, countl) A followersCount(user, count2) A
(countl =0 AND count2/count] > m) => attacker(user)

50 Jit) Iverified(user) A statusesCount(user, countl) A favouritesCount(user, count2) A
(countl {= 0 AND count2/count]l > m) = attacker(user)

505 | fa friendsCountT(user, countl, A 1) A friendsCountT(user, count2, A2)A(Az- A,
<= Q AND countl {= 0 AND count2/count]l > m) = attacker(user)

506 | fa trendingT(hashtag, A 1) A tweetedT(user, tweet, A 2) A containsHashtag(tweet,
hashtag) A containsLink(tweet, link) A attacker(user) A (A1 <A 2)= ‘
malicious(link)

507 | f trendingT(hashtag, A 1) A tweetedT(user], tweet, A 2) A mentions(tweet, user2)
A lisFollowedBy(user2, userl) A (A 1 < A 2) = attacker(userl)

508 | fe3 trendingT(hashtag, A 1) A tweetedT(user], tweet, A z) A mentions(tweet, user2)
A Mriend(user2, userl) A (A | < A 2) = attacker(userl)

The existential quantifier 3 on each variable in a formula is implied. In the above formulas, m
and Q are integer constants.

FIGURE 5
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SYSTEM AND ARTICLE OF MANUFACTURE
TO ANALYZE TWITTER DATA TO
DISCOVER SUSPICIOUS USERS AND
MALICIOUS CONTENT

STATEMENT OF GOVERNMENT INTEREST

[0001] The invention described herein may be manufac-
tured and used by or for the Government for governmental
purposes.

BACKGROUND OF THE INVENTION

[0002] The power of social media is undeniable: may it be
in a marketing or political campaign, sharing breaking news,
or during catastrophic events. Unfortunately, social media
has also become a major weapon for launching cyberattacks
on an organization and its people. By hacking into accounts
of (popular) users, hackers can post false information, which
can go viral and lead to economic damages and create havoc
among people. Another major threat on social media is the
spread of malware through social media posts by tricking
innocent users to click unsuspecting links [5]. Due to these
reasons, organizations are developing policies for usage of
social media and investing a lot of money and resources to
secure their infrastructure and prevent such attacks.

[0003] Ascertaining the veracity (or trustworthiness) of
social media posts is becoming very important today. For
this, one must consider both the content as well as users’
behavior. However, there are technical challenges that arise
in designing a suitable method or system that can model and
reason about the veracity of social media posts. The first
challenge is to represent the complex and diverse social
media data in a principled manner. For example, a tweet is
a 140-character message posted by users on Twitter. It is
represented using 100+ attributes, and attribute values can
be missing and noisy. New attributes may appear in tweets;
some attributes may not appear in a tweet. Hashtags, which
begin with the # symbol, are used frequently by users in
tweets to indicate specific topics or categories. There are
thousands of hashtags in use today; the popularity of a
hashtag changes over time. Some hashtags may become
trending/popular during a particular time period. The second
challenge is to construct a knowledge base (KB) on social
media posts. The goal is to learn the entities, facts, and rules
from a large number of posts. The third challenge is to
reason about the veracity of the posts using the KB con-
taining a large number of entities and facts. Thus, suspicious
content/activities can be flagged as soon as possible to
discover emerging cyber threats.

[0004] The invention described herein presents a system to
solve the above challenges to discover cyber threats on
Twitter [3]. The system provides a unified framework for
modeling and reasoning about the veracity of tweets to
discover suspicious users and malicious content. The system
builds on the concept of Markov logic networks (MLNs) for
knowledge representation and reasoning under uncertainty
[4]. It can be used to analyze both the behavior of users and
the nature of their posts to ultimately discover potential
cyberattacks on social media. The nature of cyberattacks on
social media is quite complex: It can range from posting of
malicious URLs to spread malware, to posting of mislead-
ing/false information to create chaos, to compromise of
innocent users’ accounts. The system embodies a KB over
tweets—to capture both the behavior of users and the nature
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of their posts. The KB contains entities, their relationships,
facts, and rules. Via probabilistic inference on the KB, the
system can identify malicious content and suspicious users
on a given collection of tweets.

[0005] There are a few recent patented methods or systems
to detect attacks on social networks such as for preventing
coalition attacks [US 20140059203], preventing an
advanced persistent threat (APT) using social network hon-
eypots [US 20150326608], detecting undesirable content in
a social network [US 20130018823], and preventing spread
of malware in social networks [U.S. Pat. No. 9,124,617].
However, there is no published method or system that has (a)
employed MLNs for modeling tweets and users’ behavior as
a KB and (b) applied probabilistic inference on the KB for
discovering suspicious users and malicious content.

OBIECTS AND SUMMARY OF THE
INVENTION

[0006] The features and advantages described in this sum-
mary and the following detailed description are not all-
inclusive. Many additional features and advantages will be
apparent to one of ordinary skill in the art in view of the
drawings, specification, and claims hereof.

[0007] In the present invention, a system and article of
manufacture have been devised to model tweets using a KB
so that suspicious users and malicious content can be
detected via probabilistic inference. The invention solves the
problem of representing complex, diverse nature of tweets in
a principled manner. It enables the modeling of various
kinds of possible attacks by adversaries on Twitter using
first-order logic within a single unified framework. An
embodiment of the invention enables the detection of sus-
picious users and malicious content on Twitter. The inven-
tion uses the concept of MLNs to learn the likelihood of
rules being satisfied or unsatisfied given a training set of
tweets. The invention uses probabilistic inference to process
inference queries on the KB to discover suspicious users and
malicious content over a large collection of tweets.

[0008] It is therefore an object of the present invention to
model the complex, diverse nature of tweets and external
data sources in a principled manner.

[0009] It is also the object of the present invention to
construct a KB to capture users’ behavior and type of
content to enable the discovery of cyber threats via Twitter.
[0010] It is yet another object of the present invention to
reason over the learned KB via probabilistic inference to
identify suspicious users and malicious content and present
high quality information to the user.

[0011] According to an embodiment of the present inven-
tion, a system for analyzing Twitter data to discover suspi-
cious users and malicious content, comprises at least one
computer server executing a plurality of programming
instructions stored therein; at least one source of externally
stored data; a communications channel for receiving tweets
from Twitter; and a user interface for querying the system;
and where the programming instructions configured to pro-
gram the computer server to perform tasks, where the tasks
further comprising communicating with at least one source
of external data, the communications channel for receiving
tweets from Twitter, and with the user interface so as to
identify and output suspicious Twitter users and malicious
Twitter content.

[0012] According to another embodiment of the present
invention, an article of manufacture comprises a non-tran-
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sitory storage medium having a plurality of programming
instructions stored therein, with the programming instruc-
tions configured to program an apparatus to implement on
the apparatus one or more subsystems or services to analyze
Twitter data to discover suspicious users and malicious
content by collecting tweets from Twitter; flagging mali-
cious and benign URLs and domains; generating ground
predicates based on the tweets, the flagged URLs and
domains, and based on a knowledge base of predicates and
formulas; generating a subset of the ground predicates based
on an input set of queries; learning weights of the formulas
based on the subset of ground predicates, the tweets, and the
knowledgebase; updating the knowledgebase to contain first
order predicates and formulas associated with the tweets and
Twitter users by implementing a Markov Logic Network
process on the learned weights; performing probabilistic
inference on the queries based on the updated knowledge-
base; combining results; and outputting suspicious Twitter
users and malicious Twitter content.

[0013] Briefly stated, the present invention comprises a
system and article of manufacture to discover potential
cyber threats on Twitter. The invention provides a unified
framework for modeling and reasoning about the veracity of
tweets to discover suspicious users and malicious content.
The invention builds on the concept of Markov logic net-
works (MLNs) for knowledge representation and reasoning
under uncertainty.

REFERENCES

[0014] [1]Y.Chen and D. Z. Wang. Knowledge Expansion
over Probabilistic Knowledge Bases. In Proc. of the 2014
ACM SIGMOD Conference, pages 649-660,2014.

[0015] [2] F. Niu, C. R'e, A. Doan, and J. Shavlik. Tuffy:
Scaling Up Statistical Inference in Markov Logic Networks
Using an RDBMS. Proc. VLDB Endowment, 4(6):373-384,
March 2011.

[0016] [3] P.Rao, A. Katib, C. Kamhoua, K. Kwiat, and L.
Njilla. Probabilistic Inference on Twitter Data to Discover
Suspicious Users and Malicious Content. In Proc. of the 2nd
IEEE International Symposium on Security and Privacy in
Social Networks and Big Data (SocialSec), pages 1-8, Fiji,
2016.

[0017] [4] M. Richardson and P. Domingos. Markov Logic
Networks. Machine Learning, 62(1-2):107-136, February
2006.

[0018] [5] K. Thomas and D. M. Nicol. The Koobface
Botnet and the Rise of Social Malware. In Proc. of the 5th
International Conference on Malicious and Unwanted Soft-
ware (MALWARE), pages 63-70, October 2010.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG. 1 depicts, in an embodiment of the present
invention, a system for modeling tweets, learning a KB, and
reasoning about suspicious users and malicious content
using the KB via probabilistic inference.

[0020] FIG. 2 depicts, in an embodiment of the present
invention, a set of first-order predicates in the KB to model
tweets. Some of these predicates make a closed-world
assumption (CWA) and the others an open-world assump-
tion (OWA).

[0021] FIG. 3 depicts, in an embodiment of the present
invention, a set of first-order predicates in the KB to model
tweets. These are temporal predicates and enable the mod-
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eling of time-based events. These formulas are powerful to
model a sequence of activities, which can be exploited by
adversaries to launch cyberattacks.

[0022] FIG. 4 depicts, in an embodiment of the present
invention, a set of first-order formulas in the KB to (a) infer
friendship relations, trending hashtags, and verified users;
(b) whether a user is an attacker/suspicious user or not; and
(c) whether a link is malicious or not and whether a tweet is
possibly sensitive or not.

[0023] FIG. 5 depicts, in an embodiment of the present
invention, a set of first-order formulas in the KB to (a) infer
attackers based on counts related to followers, friends,
statuses, and favorites; and (b) infer attackers and malicious
links based on temporal predicates.

[0024] FIG. 6 depicts, in an embodiment of the present
invention, the overall steps to generate the evidence dataset
containing ground predicates based on the input tweets and
external data sources.

[0025] FIG. 7 depicts, in an embodiment of the present
invention, the steps involved in generating the ground predi-
cates for tweeted, verified, and containsLink.

[0026] FIG. 8 depicts, in an embodiment of the present
invention, the steps involved in generating the ground predi-
cates for containsHashtag, mentions, and retweeted.

[0027] FIG. 9 depicts, in an embodiment of the present
invention, the steps involved in generating the ground predi-
cates for malicious, friend, isFollowedBy, trending, attacker,
and isPossiblySensitive.

[0028] FIG. 10 depicts, in an embodiment of the present
invention, the steps involved in generating the ground predi-
cates for friendsCount, followersCount, statusesCount,
favoritesCount, and retweetCount

[0029] FIG. 11 depicts, in an embodiment of the present
invention, the steps involved in generating the ground predi-
cates for predicates with temporal attributes, namely, tweet-
edl, trendingT, friendsCountT, followersCountT, status-
esCountT, favoritesCountT, and retweetCountT

[0030] FIG. 12 depicts, in an embodiment of the present
invention, the steps involved in combining the output of the
two different inference tasks to provide higher quality infor-
mation to the user.

[0031] The figures depict an embodiment of the present
invention for purposes of illustration only. One skilled in the
art will readily recognize from the following description that
alternative embodiments of the structures and methods illus-
trated herein may be employed without departing from the
principles of the invention described herein.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

[0032] While the specification concludes with claims
defining features of the embodiments described herein that
are regarded as novel, it is believed that these embodiments
will be better understood from a consideration of the
description in conjunction with the drawings. As required,
detailed arrangements of the present embodiments are dis-
closed herein; however, it is to be understood that the
disclosed arrangements are merely exemplary of the
embodiments, which can be embodied in various forms.
Therefore, specific structural and functional details dis-
closed herein are not to be interpreted as limiting, but merely
as a basis for the claims and as a representative basis for
teaching one skilled in the art to variously employ the
present embodiments in virtually any appropriately detailed
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structure. Further, the terms and phrases used herein are not
intended to be limiting but rather to provide an understand-
able description of the present arrangements.

BACKGROUND

[0033] Here a background on tweets and their attributes
and content is presented. A tweet is a 140-character message
posted by a user on Twitter. It contains a lot of additional
information when downloaded from Twitter. It is rich in
information and diverse in the sense that it may contain 100+
attributes, and new attributes may appear over time. Each
tweet is assigned a unique ID; each user account is also
assigned a unique ID. In subsequent discussions, the terms
“a user” and “a user account” will be used interchangeably
to mean the same thing. There are attributes whose values
embed the actual text of a tweet, the URLs contained in a
tweet, hashtags used in a tweet, and so on. There are
attributes that provide counts about the number of friends of
a user, the number of followers of a user, the number of
tweets liked/favorited by a user (i.e., favorites count), and
the number of posts of a user (i.e., statuses count). Note that
a tweet does not contain the list of friends or followers of a
user. Nor does it contain information about hashtags that are
trending. These pieces of information, however, can be
obtained using Twitter REST APIs.

System Components

[0034] Here the system components and the overall
method embodied by the present invention are depicted in
FIG. 1. Tweets 101 are collected from Twitter. External data
sources 102 (e.g., URLBIlacklist.com, VirusTotal) are used
to flag malicious and benign URLs and domains. The
invention can run in a cluster of commodity servers 103 or
a single machine [3]. The invention can use existing scalable
implementations for MLLNs 104 (e.g., Tuffy [2], ProbKB
[1]). It contains a KB with first-order predicates and formu-
las 105. A grounding of a formula (or predicate) is obtained
by replacing all its variables by constants. The obtained
formula (or predicate) is called a ground formula (or ground
predicate). Based on the predicates in the KB, tweets, and
external data sources, ground predicates are generated 106.
A set of queries is specified 107. Given this set of queries,
a subset of ground predicates is used for learning the weights
of'the formulas 108. Next, the entire set of ground predicates
is used to perform probabilistic inference (e.g., maximum a
posteriori (MAP) inference, marginal inference) for the
queries using the KB 109. The outputs from the MAP and
marginal inference are combined in a unique way 110 to
output suspicious users and malicious content 111.

Predicates and Formulas in the Knowledge Base

[0035] Here the KB, a core component of the invention, is
discussed. The KB contains two parts: first-order predicates
and first-order formulas. Due to the richness of information
in tweets and complex relationships between entities in
them, the invention defines a set of different types of
predicates in the KB. A predicate can make a closed-world
assumption (CWA) or an open-world assumption (OWA).
CWA assumes that what is not known to be true must be
false. On the other hand, OWA assumes that what is not
known may be or may not be true.

[0036] FIG. 2 shows the first set of predicates with non-
temporal attributes in the KB. The predicate tweeted(userID,
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tweetID) 201 states whether a user posted a particular tweet
or not; containsLink(tweetID,link) 202 states whether a
tweet contains a particular URL or not; mentions(tweetlD,
userID) 203 states whether a particular user is mentioned in
a tweet (using the @ symbol) or not; retweeted(userlD,
tweetlD) 204 states whether a user retweeted a particular
tweet or not; containsHashtag(tweetID,hashtag) 205 states
whether a tweet contains a particular hashtag or not; finally,
verified(userID) 206 states whether a user has been verified
or not. Twitter independently verifies user accounts that are
of public interest in domains such as government, fashion,
music, politics, sports, etc.

[0037] The predicate malicious(link) 207 states whether a
URL is malicious or notfriend(userID1, userID2) 208 states
whether a user denoted by userID1 has a friend denoted by
userID2 or not. Twitter defines a friend as someone who a
user is following. The predicate trending(hashtag) 209 indi-
cates if a hashtag is trending or not; attacker(userID) 210
indicates whether a user is a suspicious user or not; isFol-
lowedBy(userID1, userID2) 211 indicates whether a user
denoted by userID1 is followed by another user denoted by
userID2 or not; and finally, isPossiblySensitive(tweetID)
212 indicates whether a tweet is possibly sensitive or not.
Twitter flags a tweet as possibly sensitive based on users’
feedback.

[0038] To model the count information in a tweet, we
define a set of predicates as shown in FIG. 2. These
predicates are based on a CWA. The predicate friendsCount
(userID, count) 213 indicates whether a user has a particular
number of friends or not; followersCount(userID, count)
214 indicates whether a user has a particular number of
followers or not; statusesCount(userID, count) 215 indicates
whether a user has posted a particular number of tweets or
not; retweetCount(tweetlD, count) 216 indicates whether a
tweet has been retweeted a particular number of times or not;
and finally, favoritesCount(userID, count) 217 indicates
whether a user has “liked” a particular number of tweets or
not.

[0039] The predicates described thus far do not contain
temporal information. One compelling aspect of using a
MLN to model tweets is that we can define predicates with
temporal variables. These predicates are shown in FIG. 3.
The predicate tweetedT(userlD, tweetlD,A) 301 indicates
around a particular time A whether a user posted a particular
tweet or not; trendingT(hashtag,A) 302 indicates around a
particular time whether a hashtag is trending or not; follow-
ersCountT (userID,count,A) 303 indicates around a particu-
lar time whether a user has a particular number of followers
or not; friendsCount(userID,count,A) 304 indicates around a
particular time whether a user has a particular number of
friends or not; favoritesCount(userID,count,A) 305 indicates
around a particular time whether a user has liked a particular
number of tweets or not; statusesCount(userID,count,A) 306
indicates around a particular time whether a user has tweeted
a particular number of tweets or not; and finally, retweet-
Count(tweetlD,count,A) 307 indicates around a particular
time whether a tweet has been retweeted a particular number
of times or not. These predicates specify temporal con-
straints on users’ behavior on social media.

[0040] At the core of the invention is a set of constraints/
first-order formulas defined on the predicates. These formu-
las were constructed based on the findings in published
literature, observing our personal account activities on Twit-
ter, and through intuitive reasoning. These formulas can
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contradict each other. Each formula will be assigned a
weight, which can be learned over a training dataset. A world
that violates a formula is less probable but not impossible.
A formula with a +ve weight is more likely to be true in the
set of possible worlds; a formula with a —ve weight is less
likely to be true. A world that violates a hard constraint
(assigned the weight o) has zero probability.

[0041] The first-order formulas are presented in FIG. 4.
The existential quantifier 3 on each variable in a formula is
implied. Formula f; 401 states that if a user mentions another
user in his/her tweet, then this implies that the mentioned
user is a friend of the user. Formula f, 402 states that if a user
retweets a tweet of another user, then the friend relationship
between the two users is implied. Formula f; 403 states that
if a user posted a hashtag and is an attacker/suspicious user,
then this implies that the hashtag is trending as adversaries
are more likely to target trending hashtags. Formula f, 404
states that if a user is followed by a verified user, then this
implies that the user is also verified/trustworthy.

[0042] The next set of formulas infers whether a user is an
attacker/suspicious user or not. Formula f5 405 states that if
a user is verified, then he/she is not an attacker; formula f,
406 states that a friend of a verified user is not an attacker;
formula f, 407 states that a user who posted a tweet
containing a malicious link is an attacker; formula f; 408
states that a friend of an attacker is also an attacker; formula
f, 409 states that if a user, who is not an attacker, mentions
another user in his/her tweet, then the other user is not an
attacker; and finally, formula f,, 410 states that if a user’s
tweet is known to be possibly sensitive, then he/she is an
attacker.

[0043] The next set of formulas infers whether a link is
malicious or not and whether a tweet is possibly sensitive or
not. Formula f;, 411 states that a URL containing a certain
prefix is not malicious. The prefix can be https://t.co, which
indicates the use of Twitter’s URL shortening service, or
other trusted domains such as https://twitter.com, https:
//www.instagram, http://pinterest.com, etc. We define this
formula as a hard constraint. Formula f,, 412 states that a
URL contained in a possibly sensitive tweet is malicious;
formula f,; 413 states that a URL in a tweet posted by an
attacker is malicious; formula f,, 414 states that a tweet
containing a malicious URL is possibly sensitive; and
finally, formula f,5 415 states that a tweet of an attacker is
possibly sensitive.

[0044] The next set of formulas shown in FIG. 5 infers
attackers based on the counts of certain attributes in the
tweets. Formula f, ; 501 states that if a non-verified user has
a very large number of users he/she is following compared
to the number of users following him/her, then the user is an
attacker. Formula f,, 502 states that if a non-verified user is
not active on Twitter (based on the number of posts) but has
a large number of friends, then the user is an attacker.
Formula f, s 503 states that if a non-verified user is not active
on Twitter (based on the number of posts) but has a large
number of followers, then the user is an attacker. Formula £,
504 states that if a non-verified user is not active on Twitter
(based on the number of posts) but has liked a large number
of tweets, then the user is an attacker. Note that when a
user’s tweet is liked by someone, then a notification is sent
to the user. Thus, a suspicious user can draw the attention of
other users to himself/herself by randomly liking their
tweets. Similarly, a user can mention any other user in
his/her tweet to seek attention. The last set of formulas is
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defined over predicates with temporal variables. These for-
mulas are powerful to model a sequence of activities, which
can be exploited by adversaries to launch cyberattacks.
Formula £, 505 states that if the friends count of a user (i.e.,
the number of users being followed by the user) increases
substantially during an interval of time (e.g., in a day), then
the user is a suspicious user as he/she is trying to increase
their social influence. Formula f,, 506 states that if a hashtag
is trending at a point in time, and an attacker posts a tweet
containing that hashtag a later time, and if the tweet contains
a URL, then it is implied to be malicious. This constraint
enables us to capture the actions of an attacker who is
tracking trending hashtags to post malicious URLs to maxi-
mize the scope of an attack. Formulas f,, 507 and f,; 508
state that if a hashtag is trending at a point in time, and a user
posts a tweet containing that hashtag at a later time, and
mentions another user who he/she is not following or is not
friends with, then the user is an attacker. This constraint
allows us to model] attackers who can mention other users in
their posts randomly just to have malicious content sent to
those innocent users.

Discovering Suspicious Users and Malicious
Content

[0045] To use a MLN for probabilistic inference, three
steps are typically followed [2]. The first step is to generate/
create an evidence dataset. This dataset contains ground
predicates in the KB of the MLN that are known to be
satisfied. The second step is to learn the weights of the
formulas in the KB given a set of queries, which is of interest
during inference. Finally, the third step is to perform proba-
bilistic inference on the set of queries using the learned
MLN. If MAP inference is performed, the output will list the
ground predicates for the queries that are satisfied for the
most likely world. If marginal inference is performed, the
output will list the ground predicates for the queries and their
probabilities of being satisfied.

[0046] FIG. 6 shows how the present invention constructs
its evidence dataset from tweets and external data sources.
For each tweet, the invention first constructs the non-
temporal ground predicates 601 followed by the construc-
tion of temporal ground predicates 602. Next, the detailed
steps to generate the evidence dataset for the invention are
presented.

[0047] The steps to generate some of the ground predi-
cates with non-temporal attributes are shown in FIG. 7. For
a tweet, let t denote the ID of the tweet and u denote the 1D
of the user who posted it. Output tweeted(u,t) 701. Check if
the user u is a verified user 702. If true, output verified(u)
703. Otherwise, output !verified(u) 704. For each URL 1
contained in the tweet’s text, output containsLink(t,1) 705.
[0048] The steps to generate the next set of ground predi-
cates are shown in FIG. 8. For each hashtag h in the tweet’s
text, output containsHashtag(t,h) 801. For each user w
mentioned in the tweet’s text using the @ symbol, output
mentions(t,w) 802. Then check if the tweet has been
retweeted 803. If true, for each user v who retweeted the
tweet, output retweeted(v,t) 804.

[0049] FIG. 9 shows the steps to produce additional
ground predicates. For each URL 1 contained in the tweet’s
text, output malicious(1) if 1 is known to be malicious based
on external data sources 901. If 1 is known to be benign, then
output !'malicious(l) 902. Next, for each known friend v of
the user u, outputfriend(u,v) 903. For each known follower
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w of u, output isFollowedBy(u,w) 904. For each hashtag h
contained in the tweet’s text, output trending(h) if h is
reported to be a trending hashtag by Twitter 905. Check if u
is known to be attacker (e.g., his/her account has been
suspended by Twitter) 906. If true, then output attacker(u)
907. Check if't is marked as possibly sensitive 908. If true,
then output isPossiblySensitive(t) 909.

[0050] Next, the ground predicates for counts are dis-
cussed in FIG. 10. If ¢, denotes the number of friends of u,
output friendsCount(u,c,) 1001. If ¢, denotes the number of
followers of u, outputfollowersCount(u,c,) 1002. If c,
denotes the number of tweets posted by u (ak.a. statuses
count), output statusesCount(u,c;) 1003. If ¢, denotes the
number of tweets liked/favorited by u, output favoritesCount
(u,c,) 1004. If c5 denotes the number of times t has been
retweeted, output retweetCount(t,c5) 1005.

[0051] FIG. 11 shows the steps to generate ground predi-
cates for predicates with temporal attributes. Suppose A is
the timestamp of the tweet. Then output tweetedT(u,t,A)
1101. For each hashtag h contained in the tweet’s text,
output trendingT(h,A) if h is reported to be trending by
Twitter around time A 1102. Then output friendsCountT(u,
c;,A) 1103; output follow ersCountT(u,c,,A) 1104; output
statusesCountT(u,c5,A) 1105; output favorilesCountT(u,c,,
A) 1106; and lastly, output retweetCountT(t,c5, A) 1107.

[0052] Once the evidence dataset is constructed, the
invention accepts a set of query predicates provided by the
user for weight learning and probabilistic inference. For
example, attacker (u), malicious(l), and isPossiblySensitive
(t) denotes a possible set of queries to discover suspicious
users and malicious content. Weight learning and probabi-
listic inference can be done using scalable MLN implemen-
tations [2, 1].

[0053] The invention combines the outputs of the MAP
and marginal inference tasks as shown in FIG. 12 to provide
higher quality information to the user. The outputs of the
MAP and marginal inference tasks constitute the input 1201.
The invention ranks the ground predicates output by MAP
inference using the probabilities provided by marginal infer-
ence 1202. It outputs those ground predicates whose prob-
abilities are higher than the user specified threshold 1203. It
ranks the ground predicates output by marginal inference
that are not present in the output of MAP inference using
their probabilities 1204. It outputs those ground predicates
whose probabilities are higher than the user specified thresh-
old 1205. The two sets of ground predicates is reviewed by
the user for further decision-making.

[0054] The present invention can be implemented on a
single server or a cluster of commodity servers containing
general-purpose processors, memory, and storage (e.g., hard
disk, SSD). The authors of SocialKB [3] demonstrated an
implementation of the method on a single server machine.

What is claimed is:

1. An article of manufacture comprising a non-transitory
storage medium having a plurality of programming instruc-
tions stored therein, the programming instructions being
configured to program an apparatus to implement on the
apparatus one or more subsystems or services to analyze
Twitter data to discover suspicious users and malicious
content by

collecting tweets from Twitter;
flagging malicious and benign URLs and domains;
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generating ground predicates based on said tweets, said
flagged URLs and domains, and a knowledge base of
predicates and formulas;

generating a subset of said ground predicates based on an

input set of queries;

learning weights of said formulas based on said subset of

ground predicates, said tweets, and said knowledge-
base;

updating said knowledgebase with first order predicates

and formulas that capture the content of said tweets and
the behavior of Twitter users;

performing probabilistic inference on said queries based

on said updated knowledgebase;

combining results; and

outputting suspicious Twitter users and malicious Twitter

content.

2. The article of manufacture of claim 1 where said
malicious and benign URLs and domains are collected from
external data sources.

3. The article of manufacture of claim 1 where said
apparatus having one or more subsystems or services com-
prises at least one server.

4. The article of manufacture of claim 1 where said
predicates further comprise predicates with non-temporal
attributes and predicates with temporal attributes.

5. The article of manufacture of claim 4 where a said
non-temporal predicate performs a function selected from
the group consisting of functions that:

state whether a user posted a particular tweet;

indicate whether a tweet contains a particular URL;

state whether a particular user is mentioned in a tweet;

state whether a user retweeted a particular tweet;

state whether a tweet contains a particular hashtag;

state whether a user has been verified or not;

state whether a URL is malicious or not;

state whether a particular user 1D has a particular friend

user 1D;

state whether a particular hashtag is trending;

state whether a particular user is suspicious or not;

state whether a particular user ID is followed by a

particular friend user ID;

indicate whether a tweet is sensitive or not;

indicate whether a user has a particular number of friends;

indicate whether a user has a particular number of fol-

lowers;

indicate whether a user has posted a particular number of

tweets;

indicate whether a tweet has been retweeted a particular

number of times; and

indicate whether a user has liked a particular number of

tweets, or any combination thereof.

6. The article of manufacture of claim 4 where a said
temporal predicate performs a function selected from the
group consisting of functions that:

indicate the approximate time a user posted a particular

tweet;

indicate the approximate time a hashtag is trending;

indicate the approximate time a user has a particular

number of followers;

indicate the approximate time a user has a particular

number of friends;

indicate the approximate time a user has liked a particular

number of tweets;
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indicate the approximate time a user has tweeted a par-

ticular number of tweets; and

indicate the approximate time a tweet has been retweeted

a particular number of times,

or any combination thereof.

7. The article of manufacture of claim 1 where a said
formula performs a function selected from the group con-
sisting of functions that:

state that if a first user mentions a second user in his/her

tweet, then said second user is deemed a friend of said
first user;

state that if a first user retweets a tweet of a second user,

then a friend relationship between said first user and
said second user is implied;

state that if a user posted a hashtag and is an attacker/

suspicious user, then said hashtag is trending;

state that if a first user is followed by a verified user, then

said first user is deemed a verified/trustworthy user;
state that if a user is verified, then said user is not an
attacker;

state that a friend of a verified user is not an attacker;

state that a user who posted a tweet containing a malicious

link is an attacker;

state that a friend of an attacker is also an attacker;

state that if a first user, who is not an attacker, mentions

a second user in said first user’s tweet, then said second
user is not an attacker; and

state that if a user’s tweet is known to be possibly

sensitive, then said user is an attacker,

or any combination thereof.

8. The article of manufacture of claim 1 where a said
formula performs a function selected from the group con-
sisting of functions that:

state that a URL containing a certain prefix is not mali-

cious;

state that a URL contained in a possibly sensitive tweet is

malicious;

state that a URL in a tweet posted by an attacker is

malicious;

state that a tweet containing a malicious URL is possibly

sensitive; and

state that a tweet of an attacker is possibly sensitive,

or any combination thereof.

9. The article of manufacture of claim 1 where a said
formula performs a function selected from the group con-
sisting of functions that:

state that if a non-verified user has a very large number of

users he is following compared to the number of users
following him, then said non-verified user is an
attacker;

state that if a non-verified user is not deemed active on

Twitter based on the number of posts but has a large
number of friends, then said non-verified user is an
attacker;

state that if a non-verified user is not deemed active on

Twitter based on the number of posts but has a large
number of followers, then said non-verified user is an
attacker;

state that if a non-verified user is not deemed active on

Twitter based on the number of posts but has liked a
large number of tweets, then said non-verified user is an
attacker;
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state that if the friends count of a user increases substan-
tially during a specified interval of time, then said user
is a suspicious user attempting to increase his social
influence;
state that if a hashtag is trending at a point in time, and an
attacker posts a tweet containing said hashtag at a later
time, and if said tweet contains a URL, then said URL
deemed to be malicious; and
state that if a hashtag is trending at a point in time, and a
first user posts a tweet containing said hashtag at a later
time wherein said first user mentions a second user who
said user is not following or is not friends with, then
said first user is an attacker,
or any combination thereof.
10. The article of manufacture of claim 4 where gener-
ating ground predicates further comprises:
for a said tweet, outputting said non-temporal ground
predicates based on closed world assumptions and open
world assumptions using said knowledgebase and
external data sources;
for a said tweet, outputting said temporal ground predi-
cates based on closed world assumptions and open
world assumptions using said knowledgebase and
external data sources; and
analyzing a next said tweet.
11. The article of manufacture of claim 1 where generat-
ing ground predicates further comprises:
outputting a ground predicate based on the tweet 1.D. and
the user 1.D. associated with said tweet;
outputting a ground predicate that indicates said user is
verified when said user is verified;
outputting a ground predicate that indicates said user is
not verified when said user in not verified; and
outputting for each URL contained in said tweet, a state-
ment that said ground predicate contains links to said
URL.
12. The article of manufacture of claim 1 where gener-
ating ground predicates further comprises:
outputting for each particular hashtag contained in said
tweet, a ground predicate that indicates said ground
predicate contains said particular hashtag;
outputting for each particular user mentioned in said
tweet, a ground predicate that indicates said ground
predicate mentions said particular user; and
outputting for each particular user who retweeted said
tweet, a ground predicate that indicates said particular
user retweeted said tweet.
13. The article of manufacture of claim 1 where gener-
ating ground predicates further comprises:
outputting for each particular URL contained in said
tweet, a ground predicate that indicates said URL is
malicious when said URL is known to be malicious;
outputting for each particular URL contained in said
tweet, a ground predicate that indicates said URL is not
malicious when said URL is known to be benign;
outputting for each known friend of a particular user, a
ground predicate that indicates said friendship;
outputting for each known follower of a particular user, a
ground predicate that indicates said following;
outputting for each particular hashtag contained in said
tweet, a ground predicate that indicates said particular
hashtag is trending when said particular hashtag is
trending;
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outputting for each particular user known to be an
attacker, a ground predicate that indicates said particu-
lar user is an attacker; and

outputting for each tweet that is possibly sensitive, a

ground predicate that indicates said tweet is possibly
sensitive.

14. The article of manufacture of claim 1 where gener-
ating ground predicates further comprises outputting a
ground predicate that performs a function selected from the
group consisting of functions that denote:

the friends count of said user;

the followers count of said user;

the statuses count of said user;

the favorites count of said user; and

the retweet count of a tweet,

or any combination thereof.

15. The article of manufacture of claim 4, where gener-
ating ground predicates with temporal attributes further
comprises outputting a ground predicate that performs a
function selected from the group consisting of functions that
denote:

a timestamp of a tweet;

an identification of a hashtag that is trending at approxi-

mately the time of said timestamp;

a count of friends at approximately the time of said

timestamp;

a count of followers at approximately the time of said

timestamp;

a count of statuses at approximately the time of said

timestamp;

a count of favorites at approximately the time of said

timestamp; and

a count of retweets at approximately the time of said

timestamp,

or any combination thereof.

16. The article of manufacture of claim 4 where combin-
ing results further comprises

ranking those ground predicates generated by maximum a

posteriori inference according to probabilities gener-
ated by marginal inference;

outputting those said ground predicates higher than a first

predetermined probability;

ranking those ground predicates not having been gener-

ated by maximum a posteriori inference according to
probabilities generated by marginal inference; and

outputting those said ground predicates higher than a

second predetermined probability.

17. The article of manufacture of claim 1 where results are
combined through a Markov Logic Network process on said
learned weights and said probabilistic inference.

18. A system for analyzing Twitter data to discover
suspicious users and malicious content, comprising:

at least one computer server executing a plurality of

programming instructions stored therein;

at least one source of externally stored data;

a communications channel for receiving tweets from

Twitter; and
a user interface for querying said system; and
said programming instructions configured to program
said computer server to perform tasks, said tasks
further comprising communicating with:
said at least one source of external data,
said communications channel for receiving tweets
from Twitter, and
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said user interface
s0 as to identify and output suspicious Twitter users
and malicious Twitter content.

19. The system of claim 18 where said tasks further
comprise:

generating ground predicates based on:

received tweets,

Twitter users’ information,

malicious and benign URLs, and

a knowledge base of predicates and formulas;
updating said knowledge base with first order formulas to

capture the nature of the content in said tweets and

Twitter users’ behavior;

defining an input set of queries to learn weights of the said

formulas on said ground predicates;

performing probabilistic inference on said queries based

on said updated knowledge base;

combining results; and

outputting suspicious Twitter users and malicious Twitter

content.

20. The system of claim 19 where said predicates further
comprise predicates with non-temporal attributes and predi-
cates with temporal attributes.

21. The system of claim 19 where a said non-temporal
predicate performs a function selected from the group con-
sisting of functions that:

state whether a user posted a particular tweet;

indicate whether a tweet contains a particular URL;

state whether a particular user is mentioned in a tweet;

state whether a user retweeted a particular tweet;

state whether a tweet contains a particular hashtag;

state whether a user has been verified;

state whether a URL is malicious or not;

state whether a particular user 1D has a particular friend

user 1D;

state whether a particular hashtag is trending;

state whether a particular user is suspicious or not;

state whether a particular user ID is followed by a

particular friend user ID;

indicate whether a tweet is sensitive or not;

indicate whether a user has a particular number of friends;

indicate whether a user has a particular number of fol-

lowers;

indicate whether a user has posted a particular number of

tweets;

indicate whether a tweet has been retweeted a particular

number of times; and

indicate whether a user has liked a particular number of

tweets,

or any combination thereof.

22. The system of claim 19 where a said temporal
predicate performs a function selected from the group con-
sisting of functions that:

indicate the approximate time a user posted a particular

tweet;

indicate the approximate time a hashtag is trending;

indicate the approximate time a user has a particular

number of followers;

indicate the approximate time a user has a particular

number of friends;

indicate the approximate time a user has liked a particular

number of tweets;

indicate the approximate time a user has tweeted a par-

ticular number of tweets; and
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indicate the approximate time a tweet has been retweeted
a particular number of times,

or any combination thereof.

23. The system of claim 19 where a said formula performs
a function selected from the group consisting of functions
that:

state that if a first user mentions a second user in his/her

tweet, then said second user is deemed a friend of said
first user;

state that if a first user retweets a tweet of a second user,

then a friend relationship between said first user and
said second user is implied;

state that if a user posted a hashtag and is an attacker/

suspicious user, then said hashtag is trending;

state that if a first user is followed by a verified user, then

said first user is deemed a verified/trustworthy user;
state that if a user is verified, then said user is not an
attacker;

state that a friend of a verified user is not an attacker;

state that a user who posted a tweet containing a malicious

link is an attacker;

state that a friend of an attacker is also an attacker;

state that if a first user, who is not an attacker, mentions

a second user in said first user’s tweet, then said second
user is not an attacker; and

state that if a user’s tweet is known to be possibly

sensitive, then said user is an attacker,

or any combination thereof.

24. The system of claim 19 where a said formula performs
a function selected from the group consisting of functions
that:

state that a URL containing a certain prefix is not mali-

cious;

state that a URL contained in a possibly sensitive tweet is

malicious;

state that a URL in a tweet posted by an attacker is

malicious;

state that a tweet containing a malicious URL is possibly

sensitive; and

state that a tweet of an attacker is possibly sensitive,

or any combination thereof.

25. The system of claim 19 where a said formula performs
a function selected from the group consisting of functions
that:

state that if a non-verified user has a very large number of

users he is following compared to the number of users
following him, then said non-verified user is an
attacker;

state that if a non-verified user is not deemed active on

Twitter based on the number of posts but has a large
number of friends, then said non-verified user is an
attacker;

state that if a non-verified user is not deemed active on

Twitter based on the number of posts but has a large
number of followers, then said non-verified user is an
attacker;

state that if a non-verified user is not deemed active on

Twitter based on the number of posts but has liked a
large number of tweets, then said non-verified user is an
attacker;

state that if the friends count of a user increases substan-

tially during a specified interval of time, then said user
is a suspicious user attempting to increase his social
influence;
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state that if a hashtag is trending at a point in time, and an
attacker posts a tweet containing said hashtag at a later
time, and if said tweet contains a URL, then said URL
deemed to be malicious; and
state that if a hashtag is trending at a point in time, and a
first user posts a tweet containing said hashtag at a later
time wherein said first user mentions a second user who
said user is not following or is not friends with, then
said first user is an attacker,
or any combination thereof.
26. The system of claim 19 where generating ground
predicates further comprises:
for a said tweet, outputting said non-temporal ground
predicates based on closed world assumptions and open
world assumptions using said knowledgebase and
external data sources;
for a said tweet, outputting said temporal ground predi-
cates based on closed world assumptions and open
world assumptions using said knowledgebase and
external data sources; and
analyzing a next said tweet.
27. The system of claim 19 where generating ground
predicates further comprises:
outputting a ground predicate based on the tweet 1.D. and
the user 1.D. associated with said tweet;
outputting a ground predicate that indicates said user is
verified when said user is verified;
outputting a ground predicate that indicates said user is
not verified when said user is not verified; and
outputting for each URL contained in said tweet, a state-
ment that said ground predicate contains links to said
URL.
28. The system of claim 19 where generating ground
predicates further comprises:
outputting for each particular hashtag contained in said
tweet, a ground predicate that indicates said ground
predicate contains said particular hashtag;
outputting for each particular user mentioned in said
tweet, a ground predicate that indicates said ground
predicate mentions said particular user; and
outputting for each particular user who retweeted said
tweet, a ground predicate that indicates said particular
user retweeted said tweet.
29. The system of claim 19 where generating ground
predicates further comprises:
outputting for each particular URL contained in said
tweet, a ground predicate that indicates said URL is
malicious when said URL is known to be malicious;
outputting for each particular URL contained in said
tweet, a ground predicate that indicates said URL is not
malicious when said URL is known to be benign;
outputting for each known friend of a particular user, a
ground predicate that indicates said friendship;
outputting for each known follower of a particular user, a
ground predicate that indicates said following;
outputting for each particular hashtag contained in said
tweet, a ground predicate that indicates said particular
hashtag is trending when said particular hashtag is
trending;
outputting for each particular user known to be an
attacker, a ground predicate that indicates said particu-
lar user is an attacker; and
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outputting for each tweet that is possibly sensitive, a
ground predicate that indicates said tweet is possibly
sensitive.

30. The system of claim 19 where generating ground
predicates further comprises outputting a ground predicate
that denotes at least one of the following:

the friends count of said user;

the followers count of said user;

the statuses count of said user;

the favorites count of said user; and

the retweet count of a tweet,

or any combination thereof.

31. The system of claim 19 where generating ground
predicates with temporal attributes further comprises out-
putting a ground predicate that performs a function selected
from the group consisting of functions that denote:

a timestamp of a tweet;

an identification of a hashtag that is trending at approxi-
mately the time of said timestamp;

a count of friends at approximately the time of said
timestamp;
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a count of followers at approximately the time of said
timestamp;

a count of statuses at approximately the time of said
timestamp;

a count of favorites at approximately the time of said
timestamp; and

a count of retweets at approximately the time of said
timestamp,

or any combination thereof.

32. The system of claim 19 where combining results

further comprises

ranking those ground predicates generated by maximum a
posteriori inference according to probabilities gener-
ated by marginal inference;

outputting those said ground predicates higher than a first
predetermined probability;

ranking those ground predicates not having been gener-
ated by maximum a posteriori inference according to
probabilities generated by marginal inference; and

outputting those said ground predicates higher than a
second predetermined probability.
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